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1. INTRODUCTORY REMARKS AND GENERAL EVALUATION OF THE COMMISSIONER OF THE SITUATION IN THE AREAS OF FREE ACCESS TO INFORMATION OF PUBLIC IMPORTANCE AND PERSONAL DATA PROTECTION
             Report on implementation of the Law on Free Access to Information of Public Importance and the Law on Personal Data Protection in 2010 is the sixth annual report that the Commissioner for Information of Public Importance and Personal Data Protection submits to the National Assembly of the Republic of Serbia.                                                                                   
The structure of the report is conditioned by the specific competencies of the institution that submits the report. While the reports for years 2005, 2006, 2007 and 2008 were only focused on the state of play in the field of the free access to information, the report from the previous year as well as this year’s report, as a direct result of the entering into force of the Law on Personal Data Protection (“Official Gazette of Republic of Serbia 97/08), consider not only the field of free access to information of public importance but also the situation in the field of the personal data protection.                                                                                                                     
Republic of Serbia is one of the few countries that up until the end of 2008 did not have a law that defined and determined the method for collection, use, processing and storage of personal data, explicitly in systematic way regulated protection of the personal data. For years, the positive legal framework in this field followed the disintegration of former Socialistic Federal Republic of Yugoslavia, Federal Republic of Yugoslavia and State union of Serbia and Montenegro. The consequence of this trend was the fact that despite the formal existence of the Law on Personal Data Protection (FRY, law passed in 1998) the practical protection did not exist.                                                                                                                                                   
This delay has a direct impact on significantly different assessments of the situation in the two areas under the jurisdiction of the Commissioner for Information of Public Importance and Personal Data Protection. On the one hand, despite the existence of numerous problems that will be presented in this report, in the field of free access to information a continuous progressive improvement has been noticed for already several years. Taking into consideration all relevant circumstances this positive process is by all means irreversible, and only the need to further improve it and maintain its continuity exists.                                                                                     
In this context, it is of utmost importance that efforts of all responsible institutions should be directed to the affirmation of modern understanding of the right to the free access to information. These understandings should stem from the fact that this right, considered from the standpoint of the public authorities, inevitably has the active component along with the passive one. Furthermore, it is not sufficient that public authorities handle in a proper manner demands for the access to information and to act upon them, but they should also publish as much information on their work on a proactive basis, without special demands. Modern technical means and methods of electronic communication significantly facilitate the realization of this idea. It is good that even in this area, albeit with many problems, results are evident.                      
On the other hand, when it comes to the area of personal data protection we are almost at the very beginning. The negative effects of already mentioned delay are additionally underlined with the fact that the Commissioner who had already worked with few and inadequate number of associates, due to the incomprehensible omission of the Ministry of Finance, was deprived of the possibility to hire more employees for the work in the field of personal data protection during the first year of the implementation of the law. At the same time, the Government and other public authorities did not perform the tasks prescribed by the Law on Personal Data Protection, which in this complex situation certainly did not contribute to the resolution of the situation.                   
It is a rough estimation that in our country several hundreds of thousands subjects in public as well as in private sector are engaged in the processing of personal data. Most of these entities, especially public authorities, also have several corpuses or databases with personal data, so the total number of the records is estimated at over one million. These are the records of public authorities, military, police, institutions for pension and health insurance, education, banking system and credit bureaus, social welfare institutions, utilities services, associations, many human resources data of the employers, and many others. For much of this data processing there is no explicit legal basis or the consent of the person whose data are in question, and sometimes neither the purpose nor the scope of the processed data, nor the time duration of the data retention are governed by the law. What is the most dangerous in this situation is that in many of these cases it is the question of processing of extremely sensitive data, such as medical data on treatment, social status, etc.                                                                                                    
Risks of the illegal data processing have increased with the introduction of the use of biometric personal data, as well as with the steadily growing to use the devices for video surveillance and other modern means of technology, electronic communications, etc.                    
In modern conditions, the right to data protection as a part of one of the basic human rights - the right to privacy, becomes increasingly vulnerable. With the development of science and technology, and especially the development of modern communications, the introduction of new information systems and the creation of large data banks in all areas, with indisputable beneficial effects, we can observe the creation of conditions for new forms of threat to human privacy and misuse of personal data. Information that determines or can be used to determine the identity of a person can be abused for monitoring and directing its behavior and habits, for trade and exchange of databases on individuals on the market, for identity theft, for attempts to realize the concepts of totalitarian control of society, and various other forms of abuse.                             
All of the above inevitably leads to the conclusion that the attitude of the society and state towards privacy, especially towards the personal data protection must be radically changed. It is therefore important that in year 2010 we achieve the first sound results in this field. This fact deserves the attention of the National Assembly, which was the reason for the special attention to be given to individual cases from this field while writing this report.                                                
2. RIGHTS PROTECTED BY THE COMMISSIONER

2.1. Right to the free access to the information of public importance

Right to the free access to the information of public importance in Serbia was established with the Law on Free Access to the Information of Public Importance („Official Gazette of Republic of Serbia nos. 120/2004, 54/2007, 104/2009 and 36/2010), also: Law on Free Access to the Information of Public Importance passed on 5 November 2004. The content of this right represents in essence the right of access to the documents that are in possession of public authorities. Firstly, it is the right of the demander to be informed by the public authority whether it is in the possession of the demanded information, the right to have the insight in the document that contains the demanded information and the right to receive the copy of the document.                                                                                                                                            
In the matter of the free access to information of public importance, the Law on Free Access to Information of Public Importance is a lex specialis which means that it has the advantage in the case when the provision on free access to information from other legal source is in collision with this law.                                                                                                  
The Constitution of the Republic of Serbia also guarantees free access to the information of public importance. Article 51 of the Constitution that stipulates right information on the matters of public importance to everybody, also stipulates the right to the access to data which are in possession of public authorities and organizations with public competences, according to the law.                                                                                                                                               
Establishment and use of the right to the free access to information of public importance that are in possession of public authorities by the citizens, media or any other natural person that have this right granted, entice an informed participation of the public in question of general interest.                                                                                                                                               
           Protection of the right to the free access to information of public importance is practically ensured twofold: firstly in proceedings before the Commissioner for information of public importance and personal data protection (hereinafter referred to as the Commissioner) and in proceedings before the Administrative Court of Serbia (until the end of 2009 before the Supreme Court of Serbia)                                                                                 
Protection of the right to the access to the information of public importance before the Commissioner is ensured in the proceedings on the appeal of the requester against the public authority that violated this right, except the following six public authorities against whom the Commissioner’s complaint is not allowed: National Assembly, President of the Republic of Serbia, Government of the Republic of Serbia, Supreme Court of Serbia (now Supreme Court of Cassation), Constitutional Court and Republic Public Prosecutor                        
Legal protection in administrative proceedings is provided in the Administrative Court regarding the legality of the Commissioner’s decisions and the decisions of six highest state authorities against which the complaint to the Commissioner is not allowed.                                   
2.2. Right to the personal data protection

The right to protection of personal data enjoys a constitutional guarantee. With the personal data protection the IT protection of individuals is guaranteed. Article 42 of the Constitution of the Republic of Serbia stipulates that personal data are protected, it is determined that the collection, holding, processing and use of personal data are regulated by law. Furthermore, this constitutional provision determines that it is forbidden and punishable to use personal data beyond the purpose for which it was collected, in accordance with the law, except for the conduct of criminal proceedings or protection of the security of the Republic of Serbia, as stipulated by the law. Finally, this constitutional provision establishes that everyone has the right to be informed about the data collected about their personality, in accordance with the law, and the right to judicial protection in case of their abuse.                                                                         
Constitutional right to protection of personal data is regulated by the Law on Personal Data Protection ("Official Gazette, no. 97/2008 and 104/2009 – o. law, hereinafter referred to as LPDP) of 27 October 2008, entered into force on 4 November 2008 and applied from 1 January 2009. LPDP stipulates that matters of personal data protection are to be dealt with by the Commissioner, as an independent regulatory body, independent in fulfilling its competencies.      
According to the provisions of the LPDP, then the Commissioner for the Information of Public Importance was given the authority in the field of personal data protection, but the work conditions in the field of personal data protection were not provided with the budget for the year 2009, but only with the budget for the year 2010.                                                                               
In general terms, the LPDP is a general, basic law in the field of the personal data protection. Principles and other general provisions of LPDP should be developed and concretized with specific sectoral laws. For the moment it is not the case, because only a small number of specific, sectoral laws contain such provisions that entirely regulate the subject matter. In contrast, most of these special, sectoral laws, especially those who were passed before the LPDP, either do not contain at all provisions regulating the matter of collection, holding, processing and use of personal data, or contain provisions regulating the subject matter in an incomplete or inadequate way. No matter which of these two improper situations exist in sectoral legislation, the competent authorities act in a way that processing of personal data is regulated with by-laws, which is a more frequent solution, or no such provisions exist at all in the by-laws, which occurs in small number of cases.                                                                         
Apart from the lack of appropriate provisions in the sectoral laws, a number of provisions of LPDP are also either unadjusted with the relevant international documents or are inadequate and incomplete. In addition, some questions are not regulated with the LPDP. These, as well as other questions, were addressed and described in detail in the Report of the Expert team of the Delegation of the European Union, under the scope of the project “Support to the Commissioner for Information of Public Importance and Personal Data Protection”.  This report should serve as a basis for improving solutions in the LPDP, in future work on the amendments to this law.          
LPDP regulates that various and numerous activities that are undertaken in relation to the personal data, whose generic name is “processing” of personal data, by the rule can be undertaken when there is a legal basis for this action or a consent of the person in question.           
LPDP regulates rights and obligations of individuals and handlers of the personal data. Basic rights of the individuals are: the right to be informed of processing of data – the right of every individual to be fully and rightly informed by the handler of personal data on the fact whether its data have been processed, which data, what is the purpose and in what period of time, on which legal ground and from which source the information has been gathered; what databases carry data about this individual, who are the users and which data have been consulted, for what purpose and on which legal basis; to whom these data are transmitted, for what purpose and on what ground, the right to access- everyone has the right to be shown all the data related to him, the right to a copy - everyone has the right to request from the handler to get a copy of the data related to him, where the individual is only responsible for the basic costs of making and delivery - the delivery of the document with required data, and the right regarding the executed insight – the individual has the right to request from the handler of personal data a correction, addition, update or deletion of data, and termination and suspension of processing, assuming that the legal conditions for these actions have been established.                                                                                               
Among many Commissioner’s competencies in the field of the personal data protection, here we would like to point out only two – 1) supervising the implementation and execution of the LPDP and 2) decisions on appeals.                                                              
The Commissioner starts the proceeding of the supervision of the implementation and execution of the LPDP at its own initiative or the citizens’ complaint.                                
Every person who is not satisfied on the matter of its demand with the decision or the processing of the data by the handler, LPDP guarantees the right to appeal to the Commissioner, whose decisions on appeal are legally binding, final and enforceable, and against the Commissioner’s decision the administrative dispute can be initiated before the Administrative Court.                                                                                                                      
We would like to underline the fact that competencies of the Commissioner according to the Law on the Free Access to Information of Public Importance are in some segments different from those by LPDP. The Commissioner, according to both laws acts as the second instance authority, but he can only supervise the implementation and execution of the LPDP, while the supervision of the implementation and execution of the Law on Free Access to Information of Public Importance is exercised by the Ministry of Public Administration and Local Self-Government.                                                                                                                                       
3. PUBLIC AUTHORITIES PROCEEDING IN THE IMPLEMENTATION OF THE LAW ON FREE ACCESS TO INFORMATION OF PUBLIC IMPORTANCE                      
Introductory provisions

The use of the right of access to information of public importance (hereinafter referred to as: the right of access to information), since its introduction to the Serbian legal system (end of 2004) has an increasing trend and respect of this right by the public authorities is ensured with the protection of the Commissioner, as an independent regulatory body and protection in judicial proceedings, where the level of the rights guaranteed by the Law on Free Access to Information of Public Importance is still higher than the one achieved in practice.                                            
Legal framework for exercising the right to access to information in 2010 has been improved. Specifically, with the amendments to the Law on Free Access to Information passed in December 2009, conditions were met for better supervision of its implementation, penalty policy was enhanced as well as certain procedural provisions, while the amendments to the Law passed in May 2010 regulated the procedure of forced execution of decisions of the Commissioner.                                                                                                                                    
The effects of these legislative changes are positive and visible, but still not to the extent that is necessary and appropriate for a democratic government, which becomes evident by examining the data provided in this report. The absence of full criminal liability of the public authorities for violating the right of access to information is one of the main reasons why the effects of implementation of the law are not on the expected and necessary level, which can be backed up with the number of complaints to the Commissioner.                                                      
3.1. Who made the most demands for the information and from which administrative bodies                                                                                                                                                 
In Serbia the right to access to information is guaranteed by the Law on Free Access to Information of Public Importance for everybody: citizens, media, all individuals and legal entities under the same conditions.                                                                                                     
The interest of the public for the work of the public authorities is on a very high level. According to the data from annual reports of only those public authorities that for the past six years since the Law is implemented submitted their reports to the Commissioner (10-25%), the number of demands for the access to information raised from 2000 demands in 2005 to more than 45000 in 2010.                                                                                                                 
Since a number of public authorities did not submit annual reports to the Commissioner, it is certain that the number of requests for information submitted to various public authorities must be greater. Therefore, the provided data, of course, should not be taken as absolutely accurate, but they are certainly indicative and confirm the enormous increase in the number of requests for access to information in possession of public authorities, in the last three years. (See Figure 1)                                                                                                                                             
Figure 1.
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Right to the access to the information in possession of public authorities in 2010 was mostly used by individual citizens and citizens’ associations. (professional associations in the judiciary, lawyers, shareholders‘ associations, employees’ trade unions, associations for the recovery of property, etc.) (see Graph 2)                                                                                            
Right to the access to the information, much more that before was used by media representatives, especially those practicing investigative journalism.                                             
It is unusual that the public authorities themselves were forced to call upon the provisions of the Law on Free Access to Information and submit the request to another public administration body, when information could not be obtained on the basis of respect for codes of good governance and the well-known legal obligations of their mutual cooperation.                       
Right to the access to information was also used in 2010 by representatives of political parties, mostly the ones in opposition.                                                                                              
Figure 2. 
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The following institutions are obliged to act upon request for free access to information: public state authorities, authorities of territorial autonomies, local self-government authorities, organizations entrusted with public powers, and all other legal persons founded or financed entirely or mostly by the abovementioned administrative bodies. According to the data available to the Commissioner, in Serbia there are about 11.000 subjects exercising power on some of these grounds.                                                                                                                                      
For information from which public authorities information were demanded from in the year 2010, please see Figure 3.                                                                                                           

Figure 3. 
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3.2. Which information was the subject of the biggest public interest
The largest number of citizens’ demands referred to the proceedings before governmental authority bodies: judicial, prosecutorial, police, administrative and other, especially to the information on disposition of public funds, money from the budget, salaries and number of employees and persons working in the public sector, public procurement, privatization, projects, investments, on the activities of the public authorities that are important for the return of property on medical treatments, measures for environmental protection and animal health, functioning of local government, etc. Submitted requests very often point to the lack of enforcement of measures upon the requests of citizens filed in order to achieve some other right before the public authority, the "bad governance", on suspicion of illegal practice of officials, and corruption etc., where information seekers were often the damaged party.                                                                                                                                    
The year 2010 was particularly marked by the demands for access to information in relation to the initiated reform of the judiciary. Judges and prosecutors who were not elected demanded from High Judicial Council (HJC) and State Prosecutorial Council (SPC), from presidents of the courts and public prosecutions where they have previously worked and those they applied for, information on the reason for not being reelected, work results, marks, opinion of the court or prosecution collegiums and other information and documents relevant to the decision. For the same reason, professional associations of judges and prosecutors and some lawyer chambers demanded relevant information from HJC, SPC and Ministry of Justice. More than 100 demands were submitted to the HJC and SPC which proves that the conducted process of reelection was not transparent. The intervention performed by the Commissioner with regards to the submitted complaints, compelled the Ministry of Justice to make available all the demanded information in both cases in relation to the correspondence with the European Commission. Out of total 66 complaints, the High Judicial Council acted upon 12 cases without the order of the Commissioner, in 24 cases upon the order from the Commissioner’s decision and in 9 cases partially, while in the remaining 4 solved cases the information was not made available even after the order stemming from the decision. Out of 23 cases, apart from one case, the State Prosecutorial Council acted upon the order of the Commissioner.                                     
Another large group of legitimate claims was related to the information relevant to the return of seized property, also because of the lack of transparency in the work of authorities in connection with the adoption of appropriate laws and data of importance for its adoption. They were submitted by citizens and citizens’ associations for the return of confiscated property, mainly to the public authorities at the national level, primarily to the Ministry of Finance, Ministry of Environment and Spatial Planning, Ministry of Economy and National Directorate for Property, etc. In relation to some of these cases, the process of enforcing execution of the Commissioner’s decision is compulsory.                                                                                           
In the year 2010, public interest was particularly pronounced in relation to the information on the legality of conduct of privatization of enterprises and the conclusion of certain contracts for the use of public funds or public resources. It is indicative that this information forced the Council for Fight against the Corruption to submit 58 complaints to the Commissioner for the failure of public authorities to proceed in accordance with its demand, and some cases are still in process. In 39 cases, already after the intervention of the Commissioner on the issue of the appeal, it was dealt with, but in 9 cases the Commissioner was forced to issue a decision and give the order for the information to be accessible. In two of these cases it was necessary to initiate the procedure of the enforced execution of the decision, after which the Council was given the requested information.                                                                                   
3.3. How did the public authorities proceed upon requests for access to information

How the public authorities applied the Law on Free Access to Information is best described by the facts on complaints that the Commissioner received. In 2010 the Commissioner received 2.899 cases, from which 2.066 were complaints for breach of this particular right that is 650 more complaints in comparison with the year 2009. 
The increase in the number of complaints is a result of the increased interest of citizens for access to information, but it is also caused by the lack of willingness of public authorities to comply with the requirements of the applicant, in accordance with the standards established by the Law on Free Access to Information, before the applicant lodges the complaint, and sometimes even upon the complaint and not even upon the order of the Commissioner.                  
About the number of complaints to the Commissioner per year please see Figure 4:

Figure 4.
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In 2010 the Commissioner finalized the process in 1.466 filed complaints. 
In 2010 citizens complained the most about the so-called "silence of administration" regarding the requests for information. These are the situations when the administration body had completely ignored the request of the applicant for the information or the answers that the applicant’s demand cannot be met were unjustified. This was a situation in 95.5% of cases. Maintaining of such a high percentage of cases of so-called "silence of administration" is certainly a concern, because unlike the vast majority of other administrative proceedings, the procedure for access to information "silence of administration" is not only forbidden but is considered as a misdemeanor, punishable by law.                                                                             
The remaining 4.5% of cases were appeals filed to the Commissioner against the decisions of the public authorities who rejected applicant’s claim as unfounded. The three most common reasons for refusal: a reference to confidentiality, to protection of privacy or abuse of the right to access information.                                                                                                                                      
How public authorities acted on the requests for access to information is best described by the fact that 93% of complaints filed to the Commissioner were well founded. Only 7% of the complaints were rejected by the Commissioner as unfounded or dismissed because they were untimely, premature, unauthorized or lodged by an authorized person.                                            
The manner of handling requests, according to the reporting data, the highest level of fulfillment of the requirements is with the media representatives, followed by demands of OCSs, political parties, other authorities and ultimately demands of citizens. These data clearly indicate that public authorities have “the greatest fear” from the media, and that the attitude towards the citizens when it comes to realization of the right to access to information, is less fair.

In comparison to the year 2009, in 2010 there is a reduction of about 8% in the number of cases in which the Commissioner had to issue a decision on complaint, and order to comply with the request and provide access to the requested information, which shows a small improvement in the work of the public authorities. To that extent, the number of cases where the problem is resolved without a formal order was increased, where only the intervention of the Commissioner was sufficient, namely the request for statement upon the complaint was demanded. This confirms the assessment repeated numerous times throughout the years that with more willingness, knowledge and responsibility, a large number of requests could be resolved and thus strengthen the citizens’ trust in government, while avoiding unnecessary administrative burdens for complaints, the costs and responsibility for the offense.

In relation to situations where access to information was ordered by the decision of the Commissioner (576 decision), according to the feedback received, the public authorities in 2010 acted on the orders in 85% (only in 4% of cases partly). It is possible, even likely, that this percentage is slightly higher, given the possibility that the public authority executed the Commissioner’s decision, but failed to notify him. In relation to the number of founded complaints (1363), the percentage of successful interventions is about 91%.                                                                                                                            
The implementation of the prescribed measures of forced execution of measures by imposing fines from the mid 2010 started to give positive effects. The Commissioner imposed 21 fines, 16 of 20.000 dinars and 4 of 180.000 dinars, and on that ground 1.040.000 dinars was paid to the budget of the Republic of Serbia.                                                                                                       
In three cases, where the Commissioner exhausted all measures that were at his disposal, he addressed the Government to ensure the enforcement of his decision with the application of its measures, including a measure of direct coercion. Subsequently, in one of these cases, the decision was executed and the applicant has received information. For other cases the Commissioner does not have the information whether the Government has taken any steps to solve the situation.                                                                                                                              
In 2010 the public authorities most often denied applicant’s demand for information with reference to the confidentiality of the documents according to some material laws in the area of their work, according to the by-laws or even according to the confidentiality clauses in contracts arranged and accepted by themselves, contrary to the law. In so doing, they did not provide any evidence about the possible real harmful consequences in case that this information is provided to the applicant, as the Law on Free Access to Information requires. The reason for such behavior, apart from the detectable intention to hide the information from the public is often the fear of the authorized persons in the public authority for execution upon the request, and in the absence of the adequate protection of the responsibility in such cases, that shall be further discussed. Another reason that often additionally confuses the authorized persons is the presence of numerous provisions in other regulations by which certain information are declared secret ex lege and are excluded from the public, contrary to the conditions defined by the Law on Free Access to Information and to the recognized standards of the EU.
Public authorities often did not provide the information calling upon the ungrounded absence of the so called “justified interest” of the applicant, pointing out that he did not have the status of the party in proceedings related to the demand for information, which is contrary to the constitutional guarantee and the fundamental principle of the Law on Free Access to Information that this right belongs to everyone, under equal conditions, assuming that the legitimate public interest to know always exists as long as the public authority does not prove otherwise.                                
Under the guise of privacy protection, public authorities, as a rule, denied access to the entire document, rather than just parts of a document that is supposed to be protected. This was often done also in cases when dealing with data on salaries and other benefits of public office holders, that is to say in situations where there was absolutely no place for any kind of privacy protection.                                                                                                                                    
A trend can be identified where public authorities are calling upon the abuse of the right to access the information just because the applicant submitted several requests to the same authority or sought more information, although these are completely legitimate demands.

Practice shows that the implementation of the Law on Free Access to Information is of more quality in public authorities where the chief authority specifically designated a person for dealing with requests for access to information and where such person performs these tasks over a longer period of time. It is understandable from the standpoint of greater opportunities to participate in seminars organized by the Commissioner or other entities for the purpose of their education. These seminars were attended to a lesser extent by representatives of public authorities who failed to appoint an authorized person. It should be positively evaluated that some of the major public authorities, for example Ministry of Interior, organized separate organizational units dealing with the task of the access to information, which in practice has given good results. 

Citizens, in relation to the violation of rights of access to information, complained the most about the work of public authorities, organizations and agencies of the Republic of Serbia, and among the public authorities they most often referred complaints to the work of ministries. (See figures 5 and 6).
Figure 5. 
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The abovementioned facts are indicative, but based solely on them one cannot make general conclusions. A typical example is the Ministry of Interior. A large number of complaints of this Ministry can be explained at least to some extent by the fact that it receives a very large number, by far the largest number, of requests for information. In addition, it should be noted that, even though it is faced with a much smaller number of requests, complaints and subsequently the interventions of the Commissioner, for example, Ministry of Environment and Spatial Planning had a bigger number of non-compliance with the Commissioner’s than the Ministry of Interior.                                                                                                                            
3.4. Public authorities’ proceedings in relation to the costs of the process

According to the article 17 of the Law on Free Access to the Information of Public Importance, access to a document containing the information of public interest is free of charge, while for a copy of the document containing the requested information the public authority may charge only the necessary costs of making copies.                                                                             
The Government of the Republic of Serbia on the basis of the authority set in the paragraph 3 of the article 17 of the Law passed a Regulation on the amount of compensation of necessary costs for issuing copies of the documents where the information of public importance can be found ("Official Gazette no. 8/06) and these costs, according to the Regulation, are the revenue of the budget of the Republic of Serbia.                                                                               
Law on Republic Administrative Fees ("Official Gazette of Republic of Serbia no. 43/03, 51/03, corr. 61/05, 101/05- ot.law, 5/09 and 54/09), tariff no. 1 par. 4 it is expressly prescribed that the administrative fee is not to be paid for requests for access to information of public importance.                                                                                                                                                                   
From the reports of the public authorities to the Commissioner it can be determined that public authorities for the costs of the proceedings upon the requests for access to information of public importance in the year 2010 collected approximately 162.000 dinars, which is 109% more than in the year 2009, but these are still negligible resources, bearing in mind that this is information relating to the whole Republic. The biggest part of this amount, 68, 5%, was charged by local self-government authorities, and 13.4% by the governmental agencies.

According to the official data of the Directorate for Treasury of Ministry of Finance, the total amount paid in the prescribed Treasury bill 840-742328843-30 on this basis in the year 2010 amounts to little more than a third of the collected amount i.e. 36.000 dinars. This confirms that certain public authorities that have revenues from this source did not put the money in the prescribed account, but in their own accounts. Some authorities have listed this fact in their reports (for example, City of Leskovac, Municipality of Vrsac, Republic Geodetic Authority, some Basic and Misdemeanor Courts).                                                                             
In the year 2010 the Commission received only two complaints considering the collection of higher costs for making copies of documents in relation to the necessary expenses for which he warned public authorities about the obligation to comply with the Law and Regulations, in relation to the amount of costs.

The case was noted of the Assembly of Negotin which passed the Decision contrary to the Law on Free Access to Information of Public Importance and the Government Regulation on the costs of publishing of this information, and prescribed fees for access to case files, which is legally free, and for the filing of documents’ duplicate amounts that significantly exceed the amounts prescribed by regulation. The Commissioner requested that the disputed provisions of the Decision be repealed, upon which he was informed that these provisions do not apply. A warning was sent to all presidents of the municipalities and mayors to refrain from such intentions.

It is evident also that some, yet not a great number of courts, charge the cost of the procedure for making copies of the documents, according to court charging fees instead according to the costs defined by the Government regulation in accordance to the Law on Free Access to Information of Public Importance. Reasons for such actions, although contrary to this Law, the Commissioner sees in the fact that some of the salaries of court employees are paid from the court fees and that it is in the interest of the courts that they are properly charged. This problem requires a systemic solution, in cooperation with the Ministry of Justice.

3.5. How did the public authorities implement prescribed measures for improvement of the transparency of their work
For certain categories of public authorities, the Law on Access to Information is, aside from the obligation of complying with requests for access to information and maintenance of information carriers in a state that allows efficient execution of the request, established additional obligations to improve the transparency of their work: the creation of Work Report, implementation of staff training and submission of reports.

These requirements relate to the state authorities, autonomous provinces authorities, local authorities and organizations entrusted with public authority, which according to the available data are about three thousand in number. This figure, however, cannot be taken as absolutely correct since the categories of the organizations that are legally vested with public authority are not precisely determinable without supervision, and are also subject to change. In this context the percentage of execution of such duties should be observed (See Figure 7).

Figure 7. Review of data on fulfillment of obligations:

	Public 

Authorities
	Number of Public Authorities
	delivered the Report
no. and % 


	published the Work Report
no. and % 


	wrote but did not publish the Work Report
no. and % 


	implemented the training
no. and % 


	maintain the carriers of the info.
no. and % 



	Public authorities from the art. 22 of the Law (National Assembly, President of the Republic, Supreme Court of Cassation Constitutional Court, Government, Republic Public Prosecutor
	6
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	6 

(100%)
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(50%)
	5

(83,3)

	Ministries 
	24
	23

 (95,8%)
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	/
	17 
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(35,9%)
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(60,1%)

	Prosecutions
	66
	65

 (98,4%)
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(78,7%)
	23 

(34,8%)
	29 

(43,9%)

	Public authorities and organizations of AP Vojvodina
	42
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(64,2%)
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(52,3%)
	2 

(5%)
	21
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	25 

(60%)

	Local self-government (cities and municipalities)
	200
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	21 

(10,5%)
	89 

(44,5%)
	124

 (62%)

	Public enterprises (republic and provincial) obliged to submit the Report
	31
	20 
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	16 

(51,6%)
	/
	11

 (35,4%)
	16 

(51,6%)

	Other public authorities 
	2326
	286 

(12,2%)
	136 

(5,8%)
	103 

(4,4%)
	183

 (7,8%)
	220 

(9,4%)

	Total
	2823


	706


	364
	224


	399 
	519


3.5.1. Reporting

In mid-December last year, as it is done every year, the Commissioner sent a letter to almost all state agencies to which this obligation applies, urging them to carry out this obligation in due time, i.e. until 20 January 2011.

Report on the Implementation of Law in the year 2010, until the conclusion of this report, was submitted by 706 public authorities, which is about 25% of the nearly three thousand bodies to which this obligation applies, taking into consideration that for the abovementioned reasons this information should not be taken as absolutely correct. It is still about 12% more than in 2009.
The largest percentage of those who have not fulfilled this obligation, like in the previous year, relates to the institutions of education, from primary to high education. These are public authorities that undoubtedly have public competencies and consequently the obligation to submit reports. Out of 95 state universities, reports were submitted by two faculties only, out of 44 high-ranking state schools only one, 37 out of 499 public high schools and 91 elementary schools from 1302. When it comes to the ministries, the report was not submitted by the Ministry of Culture.

Compared to the previous year there is a drop of almost a third of the public enterprises at the national and provincial level that submitted the report for the year 2010 to the Commissioner. This information is indicative and disturbing and it proves the inadequate attitude of these public authorities towards the Law on Free Access to the Information. This fact is disturbing all the more as the public interest for the work of public enterprises was very pronounced.

There is a substantial increase in the number of reports made by the centers for social work and elementary and secondary schools that is the result of the submitted demands for the minor offence proceedings related to the previous year omission to submit the report towards these categories of public authorities. It also proves that the application of sanctions is an important mechanism in the execution even of these most benign obligations for further awareness-raising in those organs which are obviously not aware of the status and obligations they have pursuant to this law.

3.5.2. Training of the employees and maintenance of the databases

In the implementation of this legal obligation some improvement can be observed. Nearly 60% of the public authorities who have submitted a report to the Commissioner, organized training for staff to get acquainted with the rights and obligations under the Law on Free Access to Information, in the year 2010, which is 10% more than in the previous year, about 25% of public authorities said they had no activities in conducting the training, while 15% did not speak about it.                                                                                                                         
In terms of legal obligations of the regular maintenance of their information carriers (paper documents, tapes, films, electronic media, etc.) about 74% of the public authorities who have submitted the report stated that this obligation is complied with, about 9% of public authorities explicitly stated that they have not undertaken the measures to maintain the information carriers, while the remaining public authorities had nothing to declare with respect to this obligation. These data show some improvement in comparison to the previous year.
The abovementioned data indicate the need for further activities of the Commissioner to raise awareness of the authorities in terms of education, and that in addition to numerous activities that the Commissioner and his office had in terms of training, in their own organization or in collaboration with government agencies and OCSs, the authorities themselves should work more in order to implement these legal obligations. A more responsible attitude from the side of public authorities is needed in respect of the storage and maintenance of their own documentation, as a precondition to effectively reach the required information.

Apart from the education, it is necessary to have an efficient supervision of competent administrative inspectors regarding the enforcement of these obligations, which in prior years was inexistent as the competent ministry of cultural affairs did not conduct it.
3.5.3. Creation and publication of the Work Report

In comparison to the other obligations of public authorities stemming from the Law on Free Access to Information, publishing of the Work Report is without a doubt the most important one from the standpoint of the interest and needs of citizens. Publication of this document on the website of the public authority has the goal for state bodies to make available to citizens and the media key information about the work of the public authorities, personnel and other capacities of the public authority, about its organization, powers, equipment, use of public resources, salaries, state aid, subsidies, grants, about international and other projects and their implementation, public procurement, types of services that the public authority provides and the procedures for exercising the rights, the legal remedies in case of negative outcome of proceedings before the state authority, the types of information available to the authority etc. and all this information has to be available without formal requests. Preparation and updating of this document is both an opportunity and obligation of the authorities to constantly review its work organization and procedures, to improve them, and to promote the work of the public authorities.

In the year 2010, a significant progress was made in respect of publishing the Work Reports on the work of the public authority, especially in the second half of the year. This is the direct result of numerous activities of the Commissioner, primarily the new Instructions of the Commissioner issued in 2010 about the method of preparation and publication of Work Reports on work of public authorities, organization of seminars for assistance in the application of the new Instructions and other activities of the Commissioner that had the influence on the authorities to raise transparency of the work to a higher level. Activities undertaken by the Commissioner on this issue will be discussed in more detail later in the report.
These activities of the Commissioner in terms of standardization and publication of information, are also supported by the Government's measures, the Ministry of Telecommunications and Information Society and the Institute of Informatics and the Internet. The very monitoring of the administrative inspection of the Ministry of Public Administration and Local Self-Government, although symbolic in comparison to real needs, that initiated the process of lodging the request for initiating misdemeanor proceedings and sanctions, contributed to the raising of responsibility in the implementation of this legal obligation.

Unfortunately, there was no implementation of provisions of the law on establishing the maximum number of employees in state and local administration passed in the end of 2009 obliging the state authorities, organizations and agencies as well as the local government bodies to publish on their websites data on the number of employees and persons engaged in temporary works, salaries and paid compensations. Neither has the Ministry of Finance complied with the legal obligation to publish the single register with the abovementioned data, in accordance with these laws.
From the authorities who have submitted a report, compared to the previous year, there is about 16% higher number of those who published on the Internet their Work Report, while the percentage of those who have made the document is higher, but did not have technical possibilities to publish it for not having the website, while not using the legal possibility to do so on the site of a higher authority or the authority that supervises its work or have entrusted the institution to perform the work.
From the public authorities specified in the article 22 of the Law on the Access to the Information, the Work Report of the National Assembly deserves to be mentioned for being the most comprehensive and also the Work Report of the General Secretariat of the President of the Republic. 

All ministries have issued the Work Report on their web presentations, pursuant to the Instructions of the Commissioner and they are of significantly better quality than in the previous period. However, there are still differences, because some of the ministries did not perform the activities on harmonization of existing Work Reports with the new Instructions completed by the end of the specified transitional period of three months which expired in December 2010, and not even until the issuing of this Report. As a result, some chapters have not yet been processed. Examples include following Work Reports: the Ministry of Infrastructure, Ministry of Youth and Sports and Ministry of Human and Minority Rights.
The majority of special organizations, agencies, directorates, bureaus, etc. published their Work Reports, except for a few who failed to do so, such as: Directorate for Railways, the Agency for Mining, or some of those that did not update the document with the information pursuant to the new Instructions, such as the Directorate for Property, the Directorate for Restitution, Energy Efficiency Agency.
As for the public enterprises on a state and provincial level that are entrusted with the exercise of public authority, regarding the publishing of the Work Report, it can be said that the situation is on the level of last year when it was improved in comparison to the previous years and when a considerable progress had been made at least because the data on earnings of the directors of public enterprises became available on the website of the Government, as a result of the public pressure that followed the information acquired by the Commissioner. That is far from the situation that could satisfy the needs of the public and citizens. It is very frequent that important information on procedures or used public resources is still missing. To illustrate, out of 13 companies that are operating in the EPS system with public authority, only four published this document, while none of them contains all the required information.
About 50% of the total number of courts published the Work Report, which is a significant improvement compared to last year, while the remaining half, according to the reporting data, does have the Report, but due to the problems in terms of their technical equipment, and possibly the reform process that started, did not have conditions to publish them on their websites, and certainly not all courts have. The situation is much more complicated in the case of prosecution, where only 9% published this document. The others, a percentage of less than 80%, have made the Work Report but did not published them, stating the same hardly acceptable reasons as the courts.

Regarding the authorities at the local level, the situation is significantly better than in 2009, which is obviously a result of numerous activities carried out in relation to the development of models of this document for the needs of municipalities. Two thirds of cities and municipalities from 158 who submitted a report compiled and issued the Work Report and another 21 who have not yet posted them on the websites. Despite visible progress, and the maximum assistance in the implementation of this legal obligation, it is necessary to ensure further efforts of these public authorities because citizens are the most common users of the service before these bodies, so this information on the rights and procedures are the most important to them.
3.6. Proceeding of the Administrative Court upon the complaints in the administrative dispute
Administrative court is the body that apart from the Commissioner for the Information of Public Importance and Protection of the Personal Data has a special role when it comes to the realization and protection of the right to the free access to information.
Pursuant to the Law on Free Access to Information Commissioner has no jurisdiction in relation to the so-called six of the highest authorities, including the Government of the Republic of Serbia. Thus, with the article 22 paragraph 2 of the Law it is explicitly forbidden for the Commissioner to lodge a complaint against the decisions of the following public authorities: National Assembly, President of the Republic, Supreme Court of Cassation Constitutional Court, Government, and Republic Public Prosecutor. Protection of the right to the free access to information due to failure to act or against the legal documents of the abovementioned public authorities can be achieved with the complaint in an administrative dispute. Furthermore, even the protection of rights against the decisions of the Commissioner can be achieved by the unsatisfied complainants in the same way, to be exact by lodging (until 1 January 2010 Supreme Court of Serbia) a complaint to the Administrative court.
Even though it would be rational to assume that the second instance authority of the Administrative court in relation to the six abovementioned public authorities, taking into consideration the amount, type and importance of information that these public authorities are in possession, assume the great amount of work, the facts do not support this statement.
In the year 2010 no complaints were lodged to the Administrative court against the decision of the following public authorities: National Assembly, President of the Republic, Supreme Court of Cassation Constitutional Court, Government, and Republic Public Prosecutor, in the situation where they deny the demand of the information seeker or do not act upon the demand. This fact is indicative in the situation where the Commissioner received information about 25 complaints against these public authorities that he had to decline because of the procedural grounds.
In previous years, against these public authorities only 26 lawsuits were filed to the Supreme Court of Serbia, in the following manner: against Government 9, Supreme Court of Serbia 7, the Republic Public Prosecutor 6, the Constitutional Court 2, National Assembly 1 and the President of the Republic 1. Five of these complaints are not resolved and they are now under the jurisdiction of the Administrative court, while the outcome of 21 lawsuits is that the majority of complaints i.e. 16 were rejected on procedural grounds, 2 were rejected and three proceedings were suspended.
This clearly small number recalls that even at the time of the enactment of the Law, and later in a continued manner, numerous local and foreign experts in the field of free access to information, good governance and fighting corruption have questioned the value of such a solution of the legislator. It was pointed out that dissociation of certain state institutions from the general proceedings, especially when it comes to the realization of basic human rights, is not common in comparative jurisprudence, and that by its nature a trial protection of rights is slower and inefficient in respect of administrative procedure used in the procedure conducted by the Commissioner. However, this solution remained unchanged during several changes of the Law.
Even though there were no complaints against the so called highest authorities in 2010 the Administrative court received 38 complaints against the decisions of the Commissioner. It is of great concern that the majority, as much as 20, were lodged by the first instance authorities who are not legally capable for lodging a complaint. The Administrative court decided on 28 complaints: 15 complaints were dismissed as unfounded which confirmed the decisions of the Commissioner, 12 complaints from the public authorities were rejected because of inadmissibility and one filed by Public Prosecutor's Office under a special basis, was dismissed as unfounded, confirming the Commissioner's decision. According to the above mentioned facts in 2010 no decision made by the Commissioner was dismissed, that from the standpoint of the legal control of his work represents a major success.
Among the illegal complaints of the authorities in 2010 are the complaints of the Directorate of Civil Aviation, Public Attorney of the City of Belgrade, Assembly of the City of Belgrade, the Republic Institute for Health Insurance, Statistical Office of the Republic of Serbia, Ministry of Agriculture etc. The fact that any public authority uses the inadmissible remedies is by itself worrying. It is extremely worrying and almost inexplicable when it is done by the public authorities whose work is to protect the law, which was the case of the Higher court in Belgrade and the Higher Court in Vranje. 
Some of the public authorities showing determination submitted several lawsuits, despite the already known fact about their inadmissibility. This reaffirmed the intention of prolonging the procedure pursuant to the request of the Commissioner that is final, binding and enforceable.
Continued practice that is harmful to the interests and rights of citizens, but also to the reputation of public authorities and companies who practice it, that some of the authorities and public or state-owned companies try to avoid or postpone the execution of orders stemming from the decision of the Commissioner for Information of Public Importance, (although they are legally binding, final and enforceable) by submitting unauthorized charges to the Administrative Court, deserves serious attention and appropriate response.
People whose profession is not related to the law may not know, but even law students need to know that this complaint (lawsuit of the first instance authority against the decision of the second instance authority) is not allowed. As they must also know that even in situations when the complaint is allowed it does not postpone by itself the execution of the decision. It is really hard to believe that such, student level knowledge does not exist in government and state enterprises.
Therefore, it is all the more disturbing that out of the 150 complaints filed against the Commissioner almost half, 65 are illegal complaints of the public authorities or state enterprises. Supreme court and as of 1st January 2010, in accordance with the new organization of the justice system, the Administrative Court have so far decided on 57 of these complaints (others are still in the process) with the same outcome. All complaints are of course rejected as inadmissible. However, even after such a decision in the repeated, almost identical situations, some authorities re-submitted an improper claim. Recently, it was even done by one court.
Therefore, although the number of such complaints in comparison to the total number of cases at the Commissioner's office is very small, there must be no doubt that the situation in which public authorities and companies intentionally ignored their obligations and used the illegal means, wrapped in transparent "legal" sugar-coating, only to avoid rights of citizens and taxpayers guaranteed by the Constitution, and at the expense of the very taxpayers, should not be tolerated. This situation cannot be solved solely by the Commissioner issuing relatively small fines that he (from very recently) has on his disposal. It is high time that all responsible authorities, including the Government, National Assembly and High Judicial Council paid adequate attention.
3.7. Proceeding of the supervisory body and misdemeanor courts upon the misdemeanor responsibility of public authorities


Supervision over the implementation of the Access to Information, from 24 December 2009 was entrusted to the ministry in charge of administration, i.e. Administrative Inspection. Until then, control was the duty of the ministry responsible for information, which did not have the necessary powers and capacities to conduct these obligations. From the function of the supervision stems the authority to apply for legal proceedings to the competent court for misdemeanor


Amendments to the Law from December 2009 have significantly improved the penalty provisions of the Law, and the responsible person for the misdemeanor is the chief of the public authority instead of the authorized person who deals with demands for access to the information.
Effects of the supervision in 2010 are the following: administrative inspectors have submitted 126 requests for initiation of infringement proceedings for failure to submit annual reports on the implementation of the Law to the Commissioner (Article 48 of the Law), 93 of them against those responsible in the social welfare centers and 33 against responsible persons in the cities and municipalities, upon which 48 judgments were issued.
Due to the non-complying with the obligation to write and publish the Work Report (Article 47 of the Law) 14 demands have been filed, out of which 8 against responsible persons in cities and municipalities and 8 in other public authorities, upon which only 2 judgments were issued.
Due to the failure of the public authorities to act upon requests for access to information, for submission of incomplete or inaccurate information, failure to act pursuant to binding and executive decisions of the Commissioner and other acts of public authorities that are impeding the right for access to information, and that are punishable under Article 46 of the Law on Free Access to Information, according to data submitted to the Commissioner, the administrative inspection has not filed any application to the courts for violations. Only in 2010, the Commissioner informed the administrative inspection of over 200 cases in which authorities grossly violated the right to access information.
The degree of realization of the above mentioned obligations, including the writing and publishing of the Work Report of the public authority would be without any doubt greater should the supervision of the administrative inspection over the implementation of the Law on Free Access to Information be more comprehensive.

4. PUBLIC AUTHORITIES PROCEEDING IN THE IMPLEMENTATION OF THE LAW ON PERSONAL DATA PROTECTION
Introductory provisions
By signing the Stabilization and Association Agreement with the EU, our country has committed itself that it shall harmonize its legislation which regulates personal data protection with acquis communautaire and international regulations on privacy and that it shall form an independent supervisory body with enough financial and human resources in order to efficiently supervise and guarantee the implementation of laws in the field of personal data protection.
The Law on Personal Data Protection has been enacted, however it is not fully harmonized with the EU standards. Only those by-laws relevant to the implementation of the Law which are under the Commissioner’s responsibility have been enacted and those which are under the responsibility of the Government or the ministries have been enacted with delays or not at all. Personal Data Protection Strategy has been adopted, however it is still a „dead letter on paper“ because, even though the deadline has long expired, the Governemnt has not adopted an Action Plan for its implementation. From the aspect of the process of harmonization with acqui communautaire, it is a particular concern that we still do not have laws which would regluate issues of data protection in certain neuralgic areas such as – processing of biometric data, video surveillance, private security sector, and yet we have enacted some new laws which are problematic and risky from the standpoint of data protection, such as the Law on Electronic Communications. 
As for the obligation of forming an independent supervisory body that is to secure the implementation of European standards, it is noted that the resources available to the Commissioner in 2010 were less than those available to similar bodies in, for example, ex-Yugoslav Republics, even though he had, understandably so, much greater workload. 

A number of provisions of the LPDP have not been harmonized with the standards set out by relevant international regulations or the Constitution of the Republic of Serbia, especially with paragraph 2 of Article 42 which stipulates that collecting, keeping, processing and use of personal data is regulated solely by laws, while the LPDP, in several provisions (Articles 12, 13, 14), stipulates that data processing (a single term used for all actions taken in connection with data) may be regulated under by-laws, other regulations or a contract. 

Authorities have failed to take the necessary steps to ensure further development or concretization of the principles stipulated in the LPDP in numerous sectoral laws.
As noted above, the Government has not regulated the manner of archiving and safeguarding of particularly sensitive data, even though the deadline for this expired in May 2009. Also, the Government has not adopted the Action Plan for the implementation of the Personal Data Protection Strategy, which was to specify activities, expected results, appoint leaders of specific tasks and set timelines, even though the deadline for the adoption of this plan expired on 20 November 2010. 
The Commissioner and the Ombudsman have jointly submitted proposals for the review of constitutionality of the Law on Personal Data Protection, Law on Electronic Communications and Law on Military Security Agency and Military Intelligence Agency to the Constitutional Court. The Constitutional Court has not yet given any reply.    

The Commissioner has filed 18 criminal charges for perpetration of over three hundred felonies to six first instance public prosecutor’s offices, however, by the end of 2010, the Commissioner still did not receive any information whether any actions were taken in relation to the charges.
 



The Commissioner has filed 20 requests for the institution of misdemeanour proceedings, the largest number (14) of which was filed against ministers as responsible persons in certain ministries, and as representatives of public authorities, however, by end of 2010, the competent misdemeanour court did not inform the Commissioner whether any actions were taken in connection with the requests filed. 


A very small number of personal data controllers have submitted to the Commissioner records on data files kept for the purpose of registration in the Central Registry of the Commissioner.
4.1. Commissioner’s oversight over the data controller 

A data controller may be a natural person, legal entity or public authority who collects data from holders of personal data, or from other persons. The data controller shall perform data processing after obtaining the person’s consent or pursuant to law. Before collection, the data controller is obliged to give written information to the person whose data is collected, i.e. the other person, on his identity and all other matters related to data processing. The data controller shall: accurately and fully inform the applicant on all matters related to data processing; allow the applicant to view the data related to him/her; give copies of the data; decide on requests to exercise the rights upon data access  (request for correction, modification, updating or deletion of data, termination or suspension of data processing), and to notify the applicant on the decision; forward the request to the Commissioner if he/she does not process the required data, provided that there is no opposition from the applicant; delete the data within 15 days of termination of a contract, i.e. withdrawal of consent, unless otherwise stipulated or agreed upon. Also, the data controller is obliged to undertake all the necessary technical, personnel and organizational measures to protect data in accordance with the stipulated standards and procedures necessary to protect data from loss, destruction, unauthorized access, unauthorized alteration, disclosure and any abuse, as well as to establish the obligation for data processors to maintain the confidentiality of information.
 

In 2010, the Commissioner conducted 71 supervisions, whichof 43 (60.56%) were performed in data controllers’ facilities and 28 (39.44%) through written correspondence.  


The Commissioner shall institute a supervision procedure either on his own initiative or pursuant to citizens’ reports. During 2010, out of 71 supervisions, 48 (67.61%) were instituted by the Commissioner and 23 (32.39%) pursuant to citizens’ notifications. Supervision procedures instituted by the Commissioner were mostly related to the elections for national minorities councils and failure to enter data files into the Central Register of the Commissioner.
The Commissioner instituted supervision procedures against personal data controllers on the basis of citizens’ reports (23) for the following reasons:

- in seven cases (9.86%), the reports were related to abuse of personal data in the process of registration in the electoral rolls of national minorities;

-  in five cases (7.04%), the reports were related to disclosures of citizen identification numbers on the Internet, bulletin boards etc;

- in four cases (5.63%), the reports were related to data processing without legal grounds, i.e. without the consent of the person whose data was processed;

- in three cases (4.23%), the reports were related to unlawful processing of particularly sensitive data, i.e. to unlawful processing of medical data and union membership data;
-  in two cases (2.82%), the reports were related to unauthorized access to personal data (in both cases data controllers against whom the charges were filed were representatives of public authorities);
- in two cases (2.82%), the reports were related to unauthorized disclosure of personal data of the applicants to third parties (in one case the data controller was a private health institution and in the other a public administration employee). (See graph 8).

Graph 8 – Reasons for instituting supervision procedures on the basis of citizens’ reports

[image: image7.emf]17%

13%

9%

9%

22%

30%

Abuse of personal data in process of registration in te

electoral rolls on national minorities                      7    

Disclosures of citizen identification numbers on the

internet, bulletin boards, etc.                                      5

Data Processing without legal grounds, i.e. without the

consent of the person whose data was processed    4

Unauthorized access to personal data by public

authorities                                                                      2

Unlawful processing of particulary sensitive data   3

Unauthorized disclosure of personal data of the

applicants to third parties                                            2


In 2010, the Commissioner, as part of his supervisory powers over the implementation and enforcement of the LPDP, conducted 71 supervisions, whichof the largest number was conducted over the local self-government bodies (26) and public administration bodies (22). (See graph 9).

Graph 9 – Structure of personal data controllers supervised by the Commissioner with regards to the implementation and enforcement of the LPDP
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Out of 71 supervision procedures, the Commissioner concluded 64 in 2010, while the supervision of remaining 7 was extended to 2011.
 As to supervision procedures that were concluded (64), the Commissioner found that in 13 cases there was no violation of law. Considering the reasons for the initiation of supervision in these 13 cases, the Commissioner found that in 7 cases there was no violation of the Criminal Code and in 6 cases of the LPDP. In the remaining cases (51), the Commissioner found violations of law, and considering the reasons for instituting supervision, the Commissioner found that in 37 cases there were violations of the LPDP and in 14 cases of the Criminal Code.
               When it comes to violations of the Criminal Code, they are usually related to crimes of unauthorized collection of personal data under Article 146 of the Criminal Code and forgery of documents under paragraph 1 of Article 335 of the Criminal Code.
              When it comes to violations of the LPDP (37), it had been established that there were 54 violations, which means that, in certain cases, the Commissioner ascertained one, two or three violations. The following violations of the LPDP were established:

· Lack of data processing records and failure to submit them to the Commissioner, 26 cases,

· Excessive data processing, i.e. processing unrelated to the original purpose, eight cases,

· Failure to take adequate measures to protect personal data due to organizational, technical and personnel capacities, eight cases,

· Processing of data without legal grounds, five cases,

· Unlawful processing of particularly sensitive personal data, three cases,

· Processing of data without notification, two cases,

· Failure to inform the Commissioner on the intent to form data files, two cases,

· Other violations, four cases.
The Commissioner undertook the following measures in cases of violations of law: 

· He adopted 29 warning notices  on processing irregularities, whichof, in two cases the Commissioner’s warning notices were not executed, in three cases they were partially executed (and after sending letters to data controllers they were executed in full), while in 23 cases the Commissioner’s warning notices were executed without delay;
· He adopted 5 decisions, one of which was an order to remove irregularities within a specified timeline, one was an order for a temporary ban of data processing which was being carried out contrary to the provisions of the LPDP and three were orders for a deletion of data collected without proper legal grounds. In all of these cases the decisions adopted by the Commissioner were enforced. 
· He submitted 20 requests for the instituting misdemeanor proceedings for minor charges, pursuant to the provisions of the LPDP (so far none of the proceedings have been brought to a close). 
· He filed 18 criminal charges. The Prosecutor’s Office has not yet informed the Commissioner on the outcome of the proceedings in connection with these criminal charges. (See graph 10)
Graph 10 – Measures taken by the Commissioner having found violations of law

[image: image9.emf]7%

28%

25%

40%

Warning notices on processing irregularities          29

Decisions on removal of irregularities                          5

Requests for instituting infringement proceedings   20

Criminal charges                                                               18


4.2. Complaints regarding the work of the handler
In addition to considerable powers in the field of supervision of the implementation and enforcement of the LPDP, the Commissioner also possesses considerable powers to adjudicate on complaints as a second instance institution. A person who has forwarded a request related to data processing to a data controller may file a complaint to the Commissioner in the following cases: 
1) against the data controller’s decision to dismiss or dismiss the person’s request;

2) if the data controller fails to adopt a decision on the person’s request within the prescribed period;

3) if the data controller fails to make the data available, i.e. fails to issue a copy of the data or fails to do so within the timeline and in the manner prescribed by the LPDP;

4) if the data controller conditions the issuance of the copy of data by requesting a fee exceeding the necessary costs of duplication;

5) if the data controller, contrary to law, hinders or prevents the exercise of rights.
The Commissioner adjudicates on complaints within 30 days from the date of filing the complaint. Prior to that, he forwards the complaint to the data controller in order to get his statement. When adjudicating on complaints, the Commissioner may dismiss untimely or incomplete complaints, i.e. he may reject unfounded complaints. When he establishes that there are legal grounds for the complaint, the Commissioner shall adopt a decision ordering the data controller to comply with the request until a certain date. The Commissioner’s decision on complaint is binding, final and enforceable. If necessary, the Government shall ensure the implementation of the Commissioner’s decision.

In 2010, data controllers received requests to exercise the rights related to personal data processing, majority of which referred to: data from court records (11); removal from penal and criminal records (3); election of judges according to job vacancies for election of judges in the courts of general jurisdiction (4); testing of candidates within a specific project (4); data from the records of the general crime index, persons database, legally held firearms and from persons whose ID’s have been checked  (4); medical records (4); personal data (4); personal identification number (2); updating and correction of data (2); list of incoming and outgoing calls (1); data from criminal and misdemeanor records (1); operative report and record of these reports (1); interception of land lines and mobile phones (1); recording of phone and other conversations (1); deposits and withdrawals from current accounts (1), job announcements (1). 

Due to their failure to act, i.e. misconduct of the data controllers regarding the above requests, people have filed a complaint with the Commissioner. In 2010, the Commissioner acted upon 48 complaints, whichof 45 were received in 2010 and three were transferred from 2009. Of 48 complaints, the Commissioner concluded the proceedings on 38 (35 from 2010 and 3 from 2009) and 10 were transferred into 2011.

Complaints received in 2010 (45) were usually filed by natural persons (42) and only three were filed by legal entities. The following was stated as reasons for these complaints: data controller did not reach a decision on the person’s request within the prescribed period, the so called “silence of administration” (32); a data controller refused or dismissed the person’s request (9) and a data controller did not act in accordance with the LPDP (4). (See graph 11)
Graph 11 – Reasons for filing a complaint with the Commissioner 
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Where the data controllers failed to act or acted inappropriately on requests submitted to them, the complaints (45) that were, as a result, filed with the Commissioner in 2010 were related to the actions of the following institutions: Ministry of Interior Affairs (14), judiciary (11), Privatization Agency (4), the High Judicial Council (4), health institutions (2), the Bar Association of Belgrade (2), Faculty of Medicine (2), Ministry of Finance (1), Ministry of Diaspora (1), Postal Savings Bank a.d. Belgrade (1), the Telecommunications company “Telekom Srbija a.d. Beograd” (1), economic association (1), Law Office (1). (See graph 12) 
Graph 12 – Data controllers against whom complaints were filed with the Commissioner
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In 2010, the Commissioner concluded proceedings on 38 complaints in the following manner: 1) Termination of proceedings because of subsequent data controller’s compliance with the request – 10; 2) order issued to data controller to comply with requests – 7; 3) annulment of data controller’s decision and reconsideration of the case – 5; 4) annulment of data controller’s decision and order to comply with the request – 5; 5) withdrawal of a complaint – 4; 6) dismissal of a complaint – 3; 7) resolved in another way – through an official annotation – 3; 8) complaint dismissed as unfounded -1. (See graph 13).
Graph 13 – Commissioner’s actions on complaints
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Even though the Commissioner’s adjudication on complaints is binding, final and enforceable, the LPDP does not explicitly stipulate the obligation of data controllers to inform the Commissioner on how and if he/she acted in accordance with the Commissioner’s adjudication on the complaint, due to which the Commissioner does not have precise data on this.  

According to the notifications received from data controllers, i.e. requesters, 5 data controllers adopted a new decision on the basis of the Commissioner’s decision on a complaint, which had annulled the decision of the data controller, so the case was returned for reconsideration. Furthermore, on the basis of 2 Commissioner’s decisions which annulled the first instance thereby ordering the data controller to comply with the request, and the data controller acted in accordance with the Commissioner’s decision. In addition, pursuant 1 Commissioner’s decision ordering a data controller to comply with the request, the data controller dismissed the request as unfounded and the requester filed complaint with the Commissioner again. Finally, in only one case, the requester informed the Commissioner that he/she had instituted enforcement proceedings, through the General Secretariat of the Republic of Serbia, wherefore the Commissioner made an inspection to establish whether there were sufficient grounds for instituting misdemeanour proceedings against the data controller as responsible person. 

In 2010, not a single administrative dispute was instituted against the Commissioner’s decisions relating to his powers under the LPDP
4.3. Proceeding of the data controller in relation to the providing of the records to the Commissioner for registration in the Central Register 

All personal data controllers are obliged under the law to submit data files or any changes in these records to the Commissioner within 15 days from the date the data file was established or the change made.

In the Commissioner’s rough estimation, there are around 350,000 personal data controllers in Serbia, such as state authorities, territorial autonomy and local self-government bodies, i.e. other bodies or organizations with public authority, as well as natural persons and legal entities who are responsible for data processing.

By 31 December 2010, out of around 350,000 personal data controllers, only 163 submitted to the Commissioner records of 1,200 personal data files.
 

The Commissioner is aware that a great number of data controllers, especially natural persons and entrepreneurs, are not familiar with these provisions, i.e. their legal obligations, however, there is no justification for non-compliance with this legal obligation for state authorities, territorial autonomy and local self-government bodies, i.e. other bodies or organizations with public authority, as well as numerous other legal entities.

The Commissioner has invested continuous efforts to ensure compliance with this legal obligation. The Commissioner has often called for compliance with this legal obligation which is stipulated in LPDP through the media, his website, warning notices sent to major data controllers, presentation of legal provisions, trainings of employees of major data controllers. However, in order for these Commissioner’s efforts to yield real and visible results, it is necessary to engage all authorities in the popularization of the LPDP and obligations under this law, especially the obligation to register data files in the Central Register of the Commissioner. Such an action would also encourage other data controllers – smaller legal entities, entrepreneurs and natural persons, to fulfill their duties under the LPDP as well. 

4.4. Proceeding of the misdemeanour courts upon the demands of the Commissioner for the initiation of the misdemeanour proceedings
In 2010, after supervising the implementation and enforcement of the LPDP, the Commissioner submitted 20 requests for instituting misdemeanour proceedings.
The inspection on the ministries of the Government of the Republic of Serbia in November 2010 drew the most public interest. This inspection tried to establish whether, not all, but only two obligations established under the LPDP had been complied with – with the obligation to establish and maintain personal data files pursuant to the Government’s Decree and the obligation to submit these records to the Commissioner in order to enter them into the Central Register of personal data files. 
Even though the inspection had been publicly announced at a much earlier date, it appears that even two years after the enactment of the LPDP, the majority of ministries have not fulfilled the most basic obligations under this Law and set out in the Government’s Decree.    

The Commissioner, after the inspection of the compliance with the obligations under the LPDP, issued 14 warning orders to the ministries and filed 14 requests for the institution of misdemeanour proceedings against the ministers as responsible persons in the same ministries, and as representatives of the public authorities.
Warning orders were sent to the Ministry of Finance, Ministry of Health, Ministry of Trade and Services, Ministry of Environment and Spatial Planning, Ministry of Agriculture, Forestry and Water Management, Ministry of Mines and Energy, Ministry of Infrastructure, Ministry of Science and Technology, Ministry of Education, Ministry of Youth and Sports, Ministry of Telecommunications and Information Society, Ministry of Defense, Ministry of Labour and Social Affairs and Ministry of Culture.

Requests for the instituting misdemeanour proceedings have been filed against the ministers, as responsible persons in the abovementioned ministries.

All 14 ministries have executed the warning orders sent by the Commissioner and by the end of 2010 they submitted records of personal data files.
By the end of 2010, the Commissioner did not receive any information as to whether any or which actions had been taken by the misdemeanor court in relation to the requests filed by the Commissioner.
4.5. Proceedings of the the prosecution upon the criminal charges submitted by the Commissioner

             After the inspection of the implementation and enforcement of the LPDP, on the basis of information gathered during the inspection and pursuant to the provisions of the Code of Criminal Procedure, the Commissioner filed 18 criminal charges for more than three hundred criminal acts with six first instance public prosecutor’s offices. The largest number of criminal charges (11) was submitted to the First Basic Public Prosecutor’s Office in Belgrade and the remaining charges were submitted to the Second Basic Public Prosecutor’s Office in Belgrade and also to the Basic Public Prosecutor’s Offices in Nis, Bor, Subotica and Vrsac.  

            The Commissioner filed criminal charges against unknown persons, on the grounds of reasonable doubt that they had committed several criminal acts, mostly unauthorized collection of personal data under Article 146 of the Criminal Code and forgery of documents under paragraph 1 of Article 355 of the Criminal Code.

By the end of 2010, these prosecutor’s offices failed to inform the Commissioner whether any actions had been taken in relation to the charges filed.
         

4.6. Proceeding of the Constitutional Court upon the proposals given by the Commissioner 
Pursuant to the constitutional provision (paragraph 1 of Article 168 of the Constitution of Serbia), the Commissioner, as well as public authorities, may initiate a procedure for the review of constitutionality and legality of laws and other regulations before the Constitutional Court. 

In 2010, the Commissioner and the Ombudsman submitted to the Constitutional Court two proposals for the review of constitutionality of three laws – Law on Personal Data Protection, Law on Electronic Communications and Law on Military Security Agency and Military Intelligence Agency.

4.6.1. Proposal for assessing the constitutionality of the Law on Protection of Personal Data 
The first proposal for the review of constitutionality of the provisions of Articles 12, 13 and 14 of the LPDP was submitted on 31 January 2010. Reasons for instituting the procedure were as follows:

· item 3) of paragraph 1 of Article 12 of the LPDP stipulates that personal data processing without prior consent from the person is permissible even for the second processor who is not a public authority, including also “in other cases stipulated by this law or other regulations enacted pursuant to this law to address the substantial, legitimate interests of persons, data controllers or users. “ 

· Article 13 of the LPDP allows personal data processing by a public authority without prior consent from the person, including also “if the processing is required to perform duties within its jurisdiction set forth by law or other regulations to realize the interests of national or public safety, defense of the country, prevention, detection, investigation and prosecution of criminal offences, economic, i.e. financial interests of the country, protection of health and morality, protection of rights and freedoms and other public interests”.

· item 2) of paragraph 2 of Article 14 of the LPDP contains a provision that, in addition to the persons the data refers to and the authorized administrative body, data may be collected by other persons if “it is prescribed by law or other regulations enacted pursuant to the law“.

Under the provisions of paragraphs 2 and 3 of Article 42 of the Constitution of Serbia it is determined that:

“The collection, keeping, processing and use of personal data shall be regulated by law.

The use of personal data for purposes other than those for which they were collected shall be prohibited and penalized, pursuant to the law, except if necessary for the conduct of criminal proceedings or for the protection of security of the Republic of Serbia, as provided by law.”

Also, under item 1 of paragraph 1) of Article 8 of the LPDP personal data processing is not allowed without prior consent of the natural person whose data is processed i.e. if the processing is conducted without legal grounds. 

With respect to the abovementioned constitutional provision, regulated in detail by the above provision of the LPDP, the Commissioner believes that the provisions of Articles 12, 13 and 14 of the LPDP have extend the legal grounds for personal data processing in the manner that they include both a law and lower level legislation i.e. by-laws.

Based on these findings, the Commissioner believes that the provisions of Articles 12, 13 and 14 of the LPDP are contrary to paragraphs 2 and 3 of Article 42 of the Constitution of the Republic of Serbia, wherefore he submitted a proposal to the Constitutional Court to reach a decision to determine that the mentioned provisions of the LPDP are not in compliance with the Constitution of the Republic of Serbia. 
Even though this proposal was submitted in January 2010, the Constitutional Court has not yet given its opinion on it. 

4.6.2. Proposal for assessing the constitutionality of the Law on Electronic Communications and Law on Military Security Agency and the Law on Military Intelligence Agency
The second proposal for the review of constitutionality of the provisions of paragraphs 1 and 5 of Article 128 of the Law on Electronic Communications and paragraph 1 of Article 13 and paragraph 2 of Article 16 of the Law on Military Security Agency and Military Intelligence Agency was submitted on 30 September 2010 on the following grounds:

- Provisions of paragraphs 1 and 5 of Article 128 of the Law on Electronic Communications are contrary to the provisions of paragraph 2 of Article 41 of the Constitution of Serbia, as they allow the application of special measures which derogate from the secrecy of mail and other means of communication, not only on the basis of a court order but even without a court order – when such action is prescribed by law, i.e. at the request of competent state authorities. (Unconstitutionality of such a stand was already established by the Constitutional Court IUz – 149/2008 of 28 May 2009 decision adopted at the Regional Ombudsman’s initiative for the review of constitutionality of paragraph 1 of Article 55 of the Law on Telecommunications).

- The provisions of paragraph 2 of Article 16 of the Law on Military Security Agency and Military Intelligence Agency are contrary to the provision of paragraph 2 of Article 41 of the Constitution of Serbia as it prescribes that Military Security Agency shall “by an order issued by the Director of the Military Security Agency or persons authorized by him” apply special procedures and measures including a “secret electronic surveillance of telecommunications and information systems to collect data on telecommunication traffic and user’s location, without access to their content”. This represents a procedure, i.e. a measure that derogates from the secrecy of mail and other means of communication and therefore it should be applied only on the basis of a court order.

- The provision of paragraph 2 of Article 16 of the Law on Military Security Agency and Military Intelligence Agency is contrary to  the provisions of paragraph 2 of Article 41 of the Constitution of Serbia as it prescribes that the Military Security Agency shall “have the right to obtain information from the telecommunication operators on the users of their services, the communication, location from which it is conducted and other information pertinent to the results of implementation of special procedures and measures”. Such information infringes the privacy of mail and other means of communication and therefore the Military Security Agency cannot have a “right” to them without the court order.

What was stressed as significant in the proposal was that it is indisputable that 
Implementation of special measures to obtain information on citizens’ communication practices in the described manner – without a court order - was stressed in the proposal as significant. This is done not only by Military Security Agency, by recalling the disputed Articles of the Law on Military Security Agency and Military Intelligence Agency, but also by the Police (within the Ministry of Internal Affairs) and the Security Information Agency and possibly some other bodies as well. However, the applicants had failed to identify any provisions governing the work of the Police and the Security Information Agency contrary to the Constitution that could be disputed, and the practice of the Police and the Security Information Agency is based on the interpretation according to which call listings, user location and other elements of communication are not included in the term communication and therefore they are not protected under the provisions of paragraph 2 of Article 41 of the Constitution.
For the assessment of constitutionality, it is relevant that the collection and use of data on who a certain citizen is communicating with, at what time he/she is communicating, what kind of connection and device is used (e.g. type of mobile phone or computer), as well as the data on location from which he/she is communicating, especially all this data together, is indubitably an infringement of the principle of inviolability of correspondence and other means of communication, which has been verified in several judgements of the European Court of Human Rights in Strasbourg. 

For these reasons, the Commissioner deems that the abovementioned provisions of the Law on Electronic Communications and Law on Military Security Agency and Military Intelligence Agency are contrary to paragraph 2 of Article 41 of the Constitution of the Republic of Serbia, and submitted a proposal to the Constitutional Court to reach a decision to establish that they are contrary to the Constitution of the Republic of Serbia. 
The Constitutional Court has still not issued a statement regarding this Commissioner’s proposal.

5. ABOUT THE COMMISSIONER FOR INFORMATION OF PUBLIC IMPORTANCE AND PERSONAL DATA PROTECTION
5.1. Key Facts 

The Commissioner's independence and autonomy is a core principle of this institution's functioning; it implies organisational and functional separation from government bodies and other public authorities the operations of which it supervises.

This is ensured by the mechanism of appointment and by an explicit legislative provision under which the Commissioner can neither request nor accept orders or instructions of other public authorities or other individuals and may not be held responsible for opinions or suggestions given while performing his/her duties. the Commissioner is appointed by the National Assembly of the Republic of Serbia. the incumbent must be an eminent expert in the field of human rights, with a graduate degree in law and at least 10 years of relevant work experience. A person who has competences or is employed in another public authority or a political party cannot perform the function of the Commissioner. the Commissioner has two Deputies, appointed by the National Assembly on Commissioner’s proposal. 

5.2. Commissioner's Powers and Responsibilities
5.2.1. Commissioner's Powers:

· To handle complaints against decisions passed by public authorities relating to violations of the rights provided for under the Law on Free Access to Information of Public Importance;

· To monitor compliance of public authorities with the obligations set out in this Law and report to the public and National Assembly thereof;

· To initiate the drafting or amendment of regulations implementing and promoting the right to access information of public importance;

· To propose measures public authorities should take to improve their compliance with this Law;

· To undertake necessary measures to train the staff of public authorities bodies and to familiarize the staff with their responsibilities in connection with the right to access information of public importance for the purpose of ensuring effective implementation of this Law;

· To inform the public of the content of the Law and the rights regulated by the Law on Free Access to Information of Public Importance and the Law on Personal Data Protection,
· Has the right of access to and examination of any data medium covered by the Law on Free Access to Information
, as well as data, data files, complete documentation, general instruments, premises and equipment of personal data controller;

· To enforce the Law on Personal Data Protection (LPDP);

· To decide on complaints in cases set out in LPDP;

· To supervise and allow transborder transfer of data out of the Republic of Serbia;

· To point out the identified cases of abuse in data collection; 

· To produce a list of countries and international organizations with adequate provisions on data protection; 

· To give his/her opinion on the formation of new data files or introduction of new information technologies in data processing; 

· To give his/her opinion in case of doubt whether a data set constitutes a data file within the meaning of this Law;

· To give his/her opinion to the Government in the procedure of enactment of instruments governing the methods of data filing and safeguards for particularly sensitive data;

· To monitor the implementation of data safeguards and to propose improvement of those measures; 

· To give proposals and recommendations for improving data protection; 

· To give prior opinion on whether a certain processing method constitutes specific risk for a citizen’s rights and freedoms; 

· To keep up to date with the data protection arrangements in other countries; 

· To file a motion for review of constitutionality and legality of laws and other general enactments.
5.2.2. Commissioner's Responsibilities:

· Within three months of the end of every fiscal year, to present the National Assembly with an annual report on the activities undertaken by public authorities to implement these two Laws and is/her own activities and expenses. the Commissioner shall also present other reports to the National Assembly if he/she deems it necessary. the Commissioner forwards the report submitted to the National Assembly also to the President of the Republic, the Government and the Ombudsman and makes it available to the public by appropriate means.

· To publish and update a manual with practical instructions for the effective exercise of rights regulated by the Law on Free Access to Information of Public Importance in the Serbian language and in languages identified as official under the law,

· To inform the public of the content of the manual for implementation of the Law on Free Access to Information of Public Importance via the press, electronic media, the Internet, public panel discussions and in other ways,

· To issue instructions for the publication of directories of public authorities.

· To file petitions for institution of infringement proceedings,

· To maintain a Central Register of Data File Records and publicise it on the Internet.      
5.3. Commissioner's Office
An expert service – the Commissioner's Office – has been set up to perform technical and administrative duties within the Commissioner's sphere of competence. Under the Bylaw on Internal Organisation and Job Classification, the Commissioner's Office has a total of 69 employees. 

The number of employees at the Office as at 31 December 2010 is је 31. This number does not include Commissioner Rodoljub Sabic and his two deputies, Ms. Stanojla Mandic and Mr. Aleksandar Resanovic. the largest part of staff was hired in 2010 and some of those responsible for freedom of information were hired in 2009, because hiring had not been possible before that. 

From the formation of this institution in 2005 until as late as April 2009, the Commissioner had operated with only 5 civil servants. As from April/May 2009, 6 new civil servants have been hired for duties pertaining to freedom of information, as per the endorsed Commissioner’s Human Resources Plan. Some of these incumbents have also been deployed to duties of personal data protection, in addition to their regular work. Given that the Commissioner insists on quality of decisions, this of necessity affected the observance of deadlines in both fields. 

The Human Resources Plan for 2010 envisaged hiring of 49 employees, but, very much like the Human Resources Plan for 2009, it could not be implemented due to the lack of office space.

 Amendments made to the Law on Free Access to Information in late May 2010 have given the Commissioner additional powers regarding administrative enforcement of his decisions. Hiring of new staff for these duties was not possible until November 2010, after a period of waiting from June 2010 for the Administrative Committee of the National Assembly to approve amendments of the job classification instrument, which, by the way, did not envisage any changes in the number of employees.

             the situation being as it is, financial and other specialized tasks vital for the functioning of the Office (in connection with the exercise of employees’ employment rights, public procurement, technical support for the IT system, support to projects etc.) are outsourced under temporary service contracts during the year according to the needs. 

As the volume of work has seen a multiple increase and as this growth trend continues, the current number of employees is not sufficient to ensure timely and proper functioning of this institution. 

5.4. Assets
The operations of the Commissioner and his Office are funded from the budget of the Republic of Serbia.

The premises made available to the Commissioner on the ground floor in Svetozara Markovica 42 (since July 2005) and on the first floor of the same building (since February 2009), as well as on the fourth floor in Deligradska 16 (since May 2010), is sufficient for the current number of employees – 37 at the time when this Report was written. However, this number of employees (37) is far from sufficient for the requirements of the Commissioner's work and the attainment of his objectives. Thus, due to the lack of appropriate offices, the Commissioner is unable to hire new staff, even though the workload requires new hiring and the job classification, the Human Resources Plan and the available funds allow it.

      The available equipment is sufficient for the existing capacity of the Office. Some of it is owned by the Administration for Joint Services of the Republic Bodies, while most of it has been purchased from the Commissioner's budget in previous years.

For 2010, funds allocated to the Commissioner under the Law on Budget of the Republic of Serbia amounted to RSD 115,860,000.00, in accordance with the Draft Financial Plan of the Commissioner.
The Commissioner's Office spent 50.71% of its allocated budget for 2010, which was about 15% less than in 2009. the main reason for this was the objective inability to hire the necessary number of officers, combined with very rational spending behaviour. the situation was similar in earlier years, when budget realisation ranged from 45% to 74 % of the approved funds. 

Unfortunately, the Commissioner's initiative to redirect the unused budget allocation of RSD 50 million for the Commissioner's operations in 2010 to assistance for the city of Kraljevo after the recent earthquake that struck the city was not accepted.

Lower spending of budget allocations for 2010 was also attributable to the fact that the Commissioner secured funding for some of his activities through international cooperation and projects. Organisations which assisted in capacity building of the Commissioner's Office, improving transparency in the functioning of public authorities and ensuring compliance with other requirements of the EU stabilisation and association process have directly contracted and made all related payments (e.g. travel expenses, royalties, printing costs, conference hall rental etc.), so that no funds have been paid to the Commissioner's account for this purpose. No equipment operated by the Commissioner has been purchased from assistance and cooperation funds. 

Certain salary-related issues merit special attention. 

In inspection activities within the framework of enforcement of laws, other regulations and general enactments in the field of personal data protection, the Commissioner is increasingly facing the need to control software and other data protection measures put in place by data controller and processors. For the Commissioner to be able to perform these duties – which are increasingly shifting from the field of law to the field of IT and electronics – to a satisfactory standard of quality and expertise, he needs to hire persons who are specialised in and keep abreast of state-of-the-art technological developments in this field. the cost of recruitment of such specialists in the labour market exceeds by far the amount offered as the current salary rates in public administration. the Commissioner therefore emphasises that, unless a special mechanism is put in place to remunerate these specialists at least double or indeed several times more than the current amounts, the Commissioner – and other public authorities as well – will soon not be able to hire properly qualified specialists for such posts. the Commissioner believes this growing problem should be timely anticipated and an appropriate response should be prepared through relevant legislative arrangements.

Similarly, under Article 34 of the Law on Free Access to Information, legislation governing employment in public administration bodies applies mutatis mutandis to the staff of the Commissioner’s Office, which means it applies also to staff salaries. As a result, the Commissioner’s authorised officials responsible for inspection of personal data protection receive salaries which are lower than those of other civil servants who also perform enforcement duties and whose salaries are subject to a pay regime different from that imposed by the Law on Remuneration of Civil Servants and Appointees, allowing them to receive salaries that are 20-50% higher than those of civil servants. 

The special pay regimes are based on: the Law on Data Confidentiality, the Law on Tax Procedure and Tax Administration, the Law on Defence, the Law on the Military, the Law on Military Security Agency and Military Intelligence Agency, the Law on Police, the Bylaw on Salaries and other Emoluments of Employees at the Ministry of Finance – Tax Administration, the Decree on Coefficients for Calculation and Disbursement of Salaries to the Director and Staff of the Administration for Custodial Sentences and the Decree on Coefficients for Calculation and Disbursement of Salaries at the Administration for Custodial Sentences.

Thus, salaries of authorised officers responsible for enforcement of the Law on Data Confidentiality (“Official Gazette of the Republic of Serbia” No. 104/09), due to specific work conditions and complexity and nature of their work, are increased by 20% (under Article 97, paragraph 7 of that Law), while the Law on State Audit Institution (“Official Gazette of the Republic of Serbia” Nos. 101/05, 54/07 and 36/10), envisages a so-called “institutional increment” of 30% compared with the salaries of other civil servants. the authorised officers employed at the Commissioner's Office, although they perform largely similar, sometimes even more sensitive duties, cannot exercise this option.

A specific attitude to salaries can be observed also in the example of the salary received by the Commissioner himself. Under the Law on Free Access to Information, the Commissioner “shall be entitled to a salary equal to that of a Supreme Court judge” (now Supreme Court of Appeals), as well as to other employment entitlements in accordance with the law and to reimbursement of costs associated with the execution of his/her powers. However, in 2010 the Commissioner received a salary significantly lower than that of a Supreme Court of Appeals judge.
 
Apart from his salary, the Commissioner also used his official car. He received no other emoluments based on employment, he claimed no per diems for travel in the country and he claimed no travel allowances for travel abroad.

Budget execution in 2010:

	Economic classification
	DESCRIPTION
	Commissioner's proposal according to the Fin. Plan
	Approved
	Realised
	% of realisation

	411
	Salaries and fringe benefits
	68,016,000
	68,016,000
	31,298,194.09
	46.02

	412
	Social contributions payable by employer 
	12,282,000
	12,282,000
	5,592,983.15
	45.54

	413
	Compensations in kind
	100,000
	100,000
	98,541.00
	98.54

	414
	Social benefits to employees
	1,000,000
	1,000,000
	-21,393.94
	-2.14

	415
	Compensation for employees
	1,300,000
	1,300,000
	626,917.17
	48.22

	416
	Rewards and bonuses
	1,000
	1,000
	0.00
	0.00

	421
	Recurrent expenses
	5,300,000 
	5,300,000 
	2,536,197.97
	47.85

	422
	Travel expenses
	3,500,000 
	3,500,000 
	342,367.71
	9.78

	423
	Contract services
	13,261,000 
	13,261,000 
	8,114,181.12
	64.09

	425
	Current repairs and maintenance
	500,000 
	500,000 
	70,939.28
	14.19

	426
	Material 
	4,400,000 
	4,400,000 
	3,890,268.74
	88.42

	482
	Taxes, statutory charges and penalties 
	200,000 
	200,000 
	45,777.00
	22.89

	512
	Machines and equipment
	6,000,000 
	6,000,000 
	0.00
	

	
	Budget proceeds
	115,860,000
	115,860,000
	6,160,638.44
	93.34

	
	TOTAL 
	115,860,000
	115,860,000
	58,755,611.73
	50.71


In 2010 the Treasury Department of the Ministry of Finance regularly made payments on the Commissioner's orders, unlike 2009, when occasional delays forced the Commissioner to react.

The Commissioner is of the opinion that the procedure according to which a budget is allocated for his operations does not guarantee full financial independence of this institution, on a level comparable with other independent public authorities. the difficulties faced by the Commissioner regarding budget allocation in the initial years of his operation provide ample evidence of this.

6.  COMMISSIONER'S ACTIVITIES

Introductory Remarks
Activities taken by the Commissioner are based on his legal powers and responsibilities, primarily under the two core laws (Law on Free Access to Information and Law on Personal Data Protection), as well as other regulations. 
Some of the best indicators of the Commissioner's activities and the results achieved in the exercise and protection of freedom of information and personal data protection are the official opinions of relevant institutions. Thus, the European Commission expressed positive opinions on the Commissioner in its annual reports on Serbia's progress in the Stabilisation and Association Process in the past five years, while OSCE and the Council of Europe both gave positive opinions and commended the Commissioner. Equally important are the words of praise by journalists' associations and letters of support sent by numerous citizens and the public in general.
In 2010 the Commissioner received a reward from the National Alliance for Local Economic Development as reformer of the year. In earlier years, the Commissioner received the following awards: “The Best European” for the best European project and exercise of the Commissioner's duties in 2008; in 2009, on occasion of the World Human Rights Day, he also received the prestigious award “Knight of Vocation” as one of six laureates whose life and work is dedicated to the defence of universal values and who have resisted ideological and political temptations and pressures of many groups and individuals, thus brought together their professional knowledge and consciousness in the best possible way, demonstrating moral integrity and consistency. Although these awards are conferred personally, they certainly confirm the merit of the words of praise concerning the functioning of this institution. 

In the course of 2010, the Commissioner received a total of 3,150 cases, of which 2,899 in the field of freedom of information and 251 in the field of personal data protection. Caseload carried forward from the previous period includes a total of 757 cases, of which 742 relate to freedom of information and 15 concern personal data protection. In practice this means that the Commissioner worked on a total of 3,907 cases during 2010 – 3,641 in the field of freedom of information and 266 in the field of personal data protection. 
6.1. Activities in Individual Cases in the Field of Freedom of Information 
6.1.1. Procedure followed by the Commissioner 

A requester can lodge a complaint with the Commissioner if a public authority body refuses to inform him whether it holds or has access to certain information of public importance, if it refuses to provide access to a document containing the requested information, if it fails to issue or send a copy of the document in question (depending on the content of the request), or fails to do so within the statutory time limit. Citizens may also raise complaints with the Commissioner when public authorities make the issuing of a copy of a document containing the requested information conditional upon payment of a fee in excess of the amount of necessary costs of copying or when public authorities otherwise hamper or impede the exercise of a requester's right. 

The Commissioner acts on complaints as the authority of second instance, allowing the public authority, and if necessary also the applicant, to reply by means of statements. the Commissioner must pass a decision not later than 30 day of lodging of a complaint and he may decide to:

· Reject a complaint on formal grounds if it is inadmissible, lodged by an unauthorized person or untimely/premature,
· Reject a complaint as unjustified if the public authority proves it acted in accordance with the Law,
· Sustain a complaint as justified and order the public authority to comply with the request and to provide the information to the applicant within a short period of time, with an obligation to notify the Commissioner when it carries out his orders as instructed,
· Sustain a complaint, rescind the challenged first-instance decision and decide as suggested by the requester, or otherwise return the case to the authority of first instance to pass a new decision in repeated proceedings,
· Terminate the proceedings, if the complainant withdraws the complaint, usually because the public authority has in the meantime provided the requested information to the complainant after Commissioner’s intervention or for other reasons.
    When finding facts necessary for reaching a decision, the Commissioner has the right to gain insight into any information medium covered by the Law on Free Access to Information of Public Importance.

Under the mandate given to him by the Law on Free Access to Information of Public Importance and the Law on Data Confidentiality, the Commissioner is authorised to pass a ruling in a procedure upon complaint lodged by an information requester ordering a public authority to revoke the confidentiality of data or a document containing such data and to enable the requester to exercise his/her freedom of information. 

As already explained above, the Commissioner’s powers to examine any data medium are partially limited by the Law on Data Confidentiality in that, for certain information labeled as top secret, the Commissioner needs to obtain a security clearance certificate. 

    As regards infringement liability, the Commissioner is not vested with statutory powers to file a petition for institution of infringement proceedings. Hence, when the Commissioner finds, while acting on complaints or otherwise, that an action or inaction of a public authority involves elements of an infringement, the Commissioner shall notify the Administrative Inspectorate of the Ministry of Public Administration and Local Self-government as the body responsible for instituting infringement proceedings and shall forward to it all case documents for that purpose. 
     The Commissioner acts on requests for information of public importance available to him/her, if created in his/her work or in connection with it, like any other public authority in accordance with the provisions of Article 16 of the Law on Free Access to Information of Public Importance: he/she submits requested information to the applicant within the statutory time limit if such information is available to him/her and makes a note to that effect; if this is not the case, he notifies the requester and, with his/her consent, forwards the request to the authority that, according to his knowledge, holds a document with the requested information. If he finds that reasons for denying or restricting access to requested information under the Law pertain, the Commissioner shall pass a substantiated decision rejecting the request, providing rationale for such decision. 
When acting on requests forwarded or referred by other public authorities, the Commissioner shall first establish whether the document is held by the authority that referred the request; if this is not the case, he/she shall forward the request to the authority that, according to his knowledge, holds the requested document (unless the requester decided otherwise) and notify the requester accordingly, or alternatively he/she shall refer the requester to the authority that holds the information.

       Claims in connection with the operations of public authorities which are not deemed to be information of public importance by their content shall be forwarded by the Commissioner to the competent authority for acting and the Commissioner shall notify the requester within his/her sphere of competence.

        In the procedure of enactment or amendment of other laws, the Commissioner may, where necessary, warn the competent authority or respond in other way if such legislation is incompatible with the provisions of the Law on Free Access to Information of Public Importance in that it hampers free access to information; furthermore, the Commissioner may also file a motion to establish constitutionality and legality of regulations. the Commissioner is not vested with power to propose laws or legislative amendments; he usually initiates legislative amendments through the Ombudsman.

        the Commissioner shall draw the attention of a public authority if, outside the complaints handling procedure in connection with alleged violations of the freedom of information, he/she finds that other provisions of the Law on Free Access to Information of Public Importance have been breached to the detriment of this freedom, e.g. if inadmissible amounts are charged as fees for issuing copies of documents etc.
6.1.2.  Statistical Information on Resolved Cases
In 2010, the Commissioner's Office received 2,899 cases in the field of freedom of information, with further 742 cases carried forward from the previous period, giving a total of 3,641 cases in the procedure.

Case inflow in 2010 was approximately 55.5 % higher than in 2009 and some seven times higher than in 2005. 

Resolved cases include:

· 1,466 complaints, of which only 64 (4.4%) related to actual decisions rejecting a request for information, while the remaining ones concerned failure of public authorities to act on requests for access to information of public importance or unsubstantiated rejection of request without a relevant decision,

· 94 responses to claims in administrative proceedings against Commissioner’s decisions, pursuant to which 72 conclusions were issued allowing the execution of decision and 34 conclusions on fining of authorities, with three requests for the Government to enforce the Commissioner's decisions and 50 conclusions on termination of enforcement in cases where authorities complied with an order, 

· 38 opinions concerning the implementation of the Law on Free Access to Information  of Public Importance,

· 51 responses to requests seeking information of public importance from the Commissioner,

· 30 responses to claims in administrative proceedings against Commissioner’s decisions were prepared and submitted to the Administrative Court, 

· 107 requests for information of public importance in connection with the operations of another authority, which the Office forwarded to the public authority that holds the information and notified the requesters thereof,

· 202 cases concern communication with public authorities for the purpose of establishing their competences for handling specific cases, in connection with other issues regarding implementation of the law,

· 266 claims relating to operations of public authorities that are not deemed to be information of public importance; these have been forwarded to the relevant authorities and requesters have been notified accordingly, 

· 7 cases relating to other advisory and instructional communication with public authorities in connection with the implementation of the Law in order to achieve greater transparency.

6.1.3. Handling of Complaints by the Commissioner 

In 2010, the Commissioner ruled on 1,466 complaints, of which 1,363 complaints (93%) were found to be unjustified, while a mere 103 complaints (7%) were found to be unjustified or formally deficient, for which the Commissioner passed the following decisions:

· 41 decisions (2.8%)  rejecting complaints as unjustified,

· 62 conclusion (4.2%) rejecting complaints on formal grounds – untimely or premature submission, inadmissibility or declined jurisdiction by the Commissioner. 

The complaints which were found to be justified (a total of 1,363) were resolved by the Commissioner as follows: 

· in 576 cases (42.2%) the Commissioner ordered the public authority concerned to comply with the request and enable access to requested information. the Commissioner passed a total of 506 decisions, because 70 cases were joined and a single decision was used to resolve two or more complaints against the same authority, 

· in 764 cases (56%) proceedings were terminated because public authorities in the meantime complied with the requests, following interventions by the Commissioner, so these cases were closed by passing of conclusions on termination of proceedings, 

· in 23 cases (1.7%) the Commissioner rescinded the challenged first-instance decision and returned the case to the authority of first instance to pass a new decision in repeated proceedings.

More details about the authorities against which complaints were most frequently made and the most frequent subject matters of complaints lodged with the Commissioner, as well as about subsequent actions of the authorities concerned, are given in section 2 of this Report, which deals with the overall situation in the field of freedom of information. 

In 2010 the highest share of complaints lodged with the Commissioner were complaints against national authorities, organisations and institutions (about 42%), local self-government authorities (about 23%), judicial authorities (about 14%)  public enterprises (about 11%) and less than 1% against the authorities of the Autonomous Province of Vojvodina, while all other authorities accounted for the remaining share.

From the information on outcomes of complaint proceedings presented above it follows that in some 60% of all cases the authorities of first instance comply with the request of a requester as soon as they learn a complaint was lodged, i.e. before the Commissioner passes his decision, while further 30% of them comply with the request after the Commissioner passes a decision acting on the complaint.

Thus, the Commissioner’s interventions following complaints in 2010 ensured access to information for requesters in about 91% of all cases. Due to the large number of those cases, this document highlights only those that, for various reasons, gained special publicity. 

Examples:

1. A large volume of information in connection with the general appointment of judges and prosecutors requested from the Supreme Judicial Council, the State Prosecutorial Council and presidents of courts and Public Prosecutors' offices where unappointed judges and prosecutors worked or applied for employment,  e.g. information on performance results, evaluations, opinions of staff boards in courts/Public Prosecutors' offices and other documents relevant for decisions were made available only after the Commissioner's orders. Thus, of the 66 complaints lodged with the Commissioner (15 of them still pending), the Supreme Judicial Council in 12 cases complied without waiting for an order by the Commissioner, in 24 cases it complied after Commissioner's orders and in 9 cases it complied partially, while in the remaining 4 closed cases it failed to make information available even after being served with an order of the 23 complaints lodged against the State Prosecutorial Council in 2010 (3 of them pending), this Council complied in all but one case, where we have not yet received feedback regarding compliance.

In view of the large number of complaints against the Supreme Judicial Council, the Commissioner advised this authority in direct contacts to make information regarding judiciary reform and appointment of judicial office holders public wherever possible, by publishing it on its web page and in particular in its directory of activities, which is a statutory obligation of this public authority as well. the Supreme Judicial Council belatedly published its directory and it does not contain all information required by the Law and the Commissioner's Instructions. 

Public attention was drawn in particular to requests made by professional associations of judges and prosecutors and by individuals to access relevant information held by the Supreme Judicial Council and the Ministry of Justice in connection with the correspondence and official opinions given by relevant institutions – the European Union / the Council of Europe. Pursuant to an order issued by the Commissioner, the Ministry of Justice made available to a requester a copy of a letter from the EU addressed to the Minister of Justice, with an evaluation of judicial reforms and (re)appointment of judges and prosecutors in Serbia.

2. PE Building Directorate of the City of Nis allowed access to information on buildings for which it filed legalisation requests, if any, only after being served a decision of the Commissioner passed pursuant to a complaint, having first refused to provide that information to a journalist while claiming it had in fact allowed access, which was found to be untrue. After being served the decision, management of the Directorate retorted by bashing the Commissioner. Among other things, it claimed the Commissioner was in a conflict of interest, because he wrote columns published by the media company “Juzne vesti”, where the journalist who had requested the information was employed
;
3. Information contained in an agreement relating to the construction of an oil refinery in the town of Smederevo, entered into between the mayor of Smederevo and the CEO of the company “Comico Oil”. the agreement had been declared confidential and access to it was denied to the public and the journalist who requested the information. This information, which was of public interest for two different reasons – both as a large investment and as an environmental issue – was made available to the public only after the Commissioner’s order;

4. Various information concerning privatisation, agreements, construction etc. and concerning actions or failures of competent authorities to act, pursuant to requests filed by the Anti-corruption Council and other requesters with public authorities, competent Ministries, the privatisation Agency, the Securities Commission, the Development Fund, the Institute of Economic Sciences, the city of Belgrade, the town of Smederevo, the Equity Fund, public enterprises, competent Public Prosecutors’ offices and courts etc. was made available only after the Commissioner’s intervention. This was the case with the Port of Belgrade, KMG Trudbenik, Tehnohemija, an agreement with “Nuba Invest” to place a new optical cable, Srbolek, C Market, “Comico oil”, Jugoeksport, Sugar Plant “Jedinstvo”, the agreement on Serbia’s investment in Fiat, the agreement on investment in the company Zastava Elektro, as well as agreements on media advertisements and specific campaigns (other than on the Serbian Broadcasting Corporation) entered into by Ministries and public enterprises and institutions etc.; 

5. Various information relevant for the issue of restitution, pursuant to requests filed by the Association for Restitution of Seized Property. Such information was in most cases made available only after the Commissioner intervened following complaints. In this context, the Commissioner addressed a letter to the Prime Minister, warning him about non-transparent actions of public authorities in connection with such requests, which included those relating to activities and measures taken by ministries in charge of finance, environment protection and spatial planning etc., as well as those relating to the balance of funds in public accounts earmarked for this purpose etc. Some of this information remains inaccessible and will require enforcement of the Commissioner’s orders;

6. The case of the Civil Aviation Directorate, which made information on compensation paid to members of the Directorate’s Council and on the basis of such payment available only after it was served with an order from the Commissioner, after it paid to the national budget the amount of RSD 200,000.00 for a fine imposed by the Commissioner and after the Commissioner urged the Government twice to enforce the relevant decision. Only in the second attempt did the Directorate comply with the request and provide information on the amount of compensation paid;

7. Information concerning the charges against and sentence pronounced to Mr. Milan Zarubica for manufacturing synthetic drugs, which was made available by the Special Court only after an order was issued by the Commissioner, 

8. Information contained in the inventory of personal belongings of Josip Broz Tito, former president of former Socialist Yugoslavia, identified as socially-owned property, on request of his wife, Јоvаnka Broz, which the Archive of Serbia and Montenegro made available only after the Commissioner intervened;

6.1.3.1. Most Frequent Reasons for Denial of Access to Information
Some of the reasons for which public authorities denied access to information have been discussed in the section of this Report that deals with responses of public authorities to requests for information (section 3.3).
As already explained, in 2010, similarly as in earlier years, the most frequent reason for denial of access to information was alleged confidentiality of information or document. Authorities rarely bothered to prove the substantive reason and tended to a priori reject a request without applying the so-called public interest test, which is necessary for determining the overriding interest – whether it is the public’s right to know or the interest to protect another right or public interest that could be jeopardised through disclosure (e.g. national security, national economic interest, ongoing investigation, criminal or other proceedings, privacy) – as required by the Law on Free Access to Information.

One of the reasons for such actions, apart from an apparent intent to conceal information from the public, is very often lack of knowledge, uncertainty of fear of persons authorised to respond to requests in public authorities. This fear of persons authorised for handling information request is exacerbated by a lack of adequate protection from liability in cases where, in an attempt to comply with a request lodged by a requester, they disclose information identified as confidential, in the belief that it was declared confidential in order to conceal an illegal action, malfeasance in office, corruption or mismanagement.
In this context, one case merits special attention. An officer authorised for handling information requests in a city administration managed to obtain and provide information on business trips of the mayor, his fuel consumption, purchase of vehicles etc. only after that officer initiated infringement proceedings against an officer in the financial department who persistently denied access to that information. In a report filed with the Commissioner, the authorised officer claimed the only reason he dared to do this was because he was near retirement, but said he had problems because of that and suggested that handlers of information requests be granted more protection. Experiences shared by some other authorised officers in their contacts with the Commissioner seem to indicate that this was not an isolated case.

Another cause of further confusion on behalf of authorised officers is the existence of numerous provisions in other legislation which ex lege declare certain information secret and a priori preclude public access to it, contrary to the requirements set out in the Law on Free Access to Information and recognized EU standards. the most striking example of this is the Law on Tax Procedure and Tax Administration (Article 7) and actions of the Tax Administration within the Ministry of Finance, which denies requesters access to information almost by default, invoking provisions of the said Law which allegedly stipulate that such information constitutes “official secret”, although this form of secret does not exist as such according to the statutory classification of confidential information.   

Furthermore, a frequently cited reason for denial of access to information is the allegation put forth by public authorities that requesters do not have what is known as “justified interest”, i.e. that they are not a party to proceedings in connection with which information is requested, which, as already explained above, is not acceptable as justification for denial of access to information under the Law on Free Access to Information, because that Law guarantees freedom of information to everyone under equal conditions and does not allow public authorities to demand of requesters to furnish proof and reasons for requesting information. Quite the opposite: the onus is on public authorities to demonstrate that the public, and by analogy a requester as a representative of the public, does not have a justified interest in accessing information, in cases where an overriding public interest or the right to privacy prevails. This reason has often been invoked even by judicial authorities. 

In many cases, public authorities tend to deny access to a whole document claiming that it would constitute a violation of the right to privacy, even in cases which concerned salaries and other compensation received by public office holders or in cases when only certain information should have been withheld, e.g. personal information contained in a document – bank account, address etc. – while all other information should have been made available. 

The fact that a single person filed multiple requests for information was more often than not qualified as an abuse of freedom of information, even where such requests were absolutely legitimate. Authorities have also tended to reach for this justification in cases where requests related to voluminous documents, which has also been seen as an abuse of freedom of information, even when information was available electronically and the authority concerned could have made it available to the requester without much effort. 
Some public authorities have denied they were subject to the Law on Free Access to Information at all, claiming they did not have the status of public authorities within the meaning of that Law. Among them were the Construction Bureau of the City of Belgrade and the company “Krusik” from Valjevo. “Krusik” even went so far in these allegations that, notwithstanding an opinion of the Commissioner that had been served on it, it hired an economic expert to prove it was not funded from the national budget, conveniently forgetting the fact that its founders are two public authorities, namely the Republic of Serbia as the majority owner and the Development Fund, which alone was sufficient to give it the status of a public authority body within the meaning of this Law.  

Out of the total number of resolved complaints which were found to be justified (1,363 complaints), in just below 10% of them (133 cases) public authorities failed to comply as ordered by the Commissioner’s decisions of that number, 53 orders were served on local authorities, 20 on judicial authorities, including the Supreme Judicial Council and the State Prosecutorial Council, while 60 orders were served on other national authorities, Ministries, organisations, institutions and public enterprises at the national level. 

This point is illustrated below by a number of cases where, notwithstanding the Commissioner’s orders, requesters received incomplete information or no information at all:

· Information on agreements signed by ЈАТ Airways for media advertising services in the period 2008-2010
 and on media fees for publication of news on the “Studio B” television,

· Information on public procurements carried out by Public Enterprise “Zeleznice Srbije” (Serbian Railways), internal enactments governing public procurement, information concerning traffic on the Belgrade-Bar railroad, speed of trains, overhaul of trains through intermediation of Pron invest bank, information concerning a damage of RSD 120 million, allocation of aparments, staff education costs etc.
· Information held by “Telekom Srbija” in connection with the streaming of the TV show “Big Brother 24 Hours” on its Mondo service, as well as business cooperation with the companies “Neobee net”, Novi Sad, and “Verat”, Belgrade, 

· Information held by the national gas utility “Srbija gas” concerning the majority ownership in the nitrogen production plant “Azotara Pancevo” and a guarantee issued for its transactions with the company “Viktorija”,   

· Information held by the Ministry of Finance in connection with the issues of denationalisation, a report by the Anti-money Laundering Authority within this Ministry in connection with money laundering in a well-known case against drug cartel boss Darko Šarić and others, as well as certain information held by the Tax Administration which is relevant for restitution; 

· Information held by the Ministry of Environment Protection and Spatial Planning in connection with the Draft Law on Planning, Spatial Development and Construction, on opinions obtained and on the amount of state-owned land;

· Information held by the Ministry of Economy and Regional Development in connection with the Government’s decision to sell an equity holding in the telecomminications company “Telekom Srbija” and information on building and other land owned by the state which the company “AD Robne kuce Beograd” used under lease or on any other basis; 

· Information held by the Solidarity Home Building Fund of the Municipal Council of Pozarevac in connection with the allocation of flats;

· Information held by the public utility company “Parking servis” Leskovac in connection with agreements on the purchase of software for SMS charging of parking tickets;
· Information held by the chemicals company “Krusik” Valjevo in connection with an agreement signed with the cardboard packaging manufacturer “Irma” d.o.o. Valjevo.

A striking example of inadmissible actions by public authorities is the case involving the Anti-money Laundering Authority and the Higher Court of Belgrade, which concerned access to information about a money laundering report and about temporary seizure of property in a well-known court case against drug cartel boss Darko Šarić.

The Anti-money Laundering Authority denied access to the report in question pursuant to a request by a journalist and it failed to provide access to information even after a complaint was lodged and after the Commissioner issued an order; indeed, it failed to comply even after a fine was imposed on it. the Commissioner therefore sent a letter to the Authority to bring to its attention once again the duty to comply with the law and to explain circumstances in which access to information can be denied. the commissioner also drew the attention of the said Authority to the fact that, when referring to itself as “the financial intelligence agency of the Republic of Serbia”, it acted in contravention of the law and created potentially adverse and unpleasant connotations in correspondence with the public. the Commissioner also referred this issue to the Ombudsman as an example of “bad governance”.

In addition to denying access to requested information on temporary seizure of property in the case against Darko Šarić, the Higher Court of Belgrade also lodged an appeal with the Administrative Court of Serbia against the Commissioner’s decision. the Administrative Court rejected the appeal. It beggars belief that the Higher Court, as the authority of first instance in this matter of exercise of freedom of information, considered it appropriate lodge an appeal, given that such appeals are inadmissible under the law. the Commissioner’s order was not complied with even after the appeal was rejected.
 

The following Ministries failed to comply with the Commissioner’s orders issued in 2010: Ministry of Environment Protection and Spatial Planning (3 decisions), Ministry of Economy and Regional Development (2), Ministry of Finance (2), Ministry of Agriculture, Forestry and Water Management (2), Ministry of Internal Affairs (2), Ministry of Justice – Administration for Custodial Sentences (1) and, partially, Ministry of Labour and Social Policy (1)

At the local level, authorities with the highest non-compliance with the Commissioner’s decisions in 2010 include the authorities of the town of Leskovac and municipalities of Smederevska Palanka and Zvecan. 

As regards national public enterprises and institutions and enterprises with state-owned capital, the highest non-compliance with the Commissioner’s orders in 2010 was observed in the national railway company “JP Zeleznice Srbije”, the Serbian Broadcasting Corporation, “Telekom Srbija” and JAT Aiways. 

The Commissioner believes the Government should take special heed of the fact that national public authorities, public enterprises and institutions accounted for 60% of all cases of non-compliance with the Commissioner’s decisions in 2010, which was 20% higher than in 2009.

6.1.3.2. Enforcement of Commissioner’s Decisions
Pursuant to an amendment of the Law on Free Access to Information of 26 May 2010, the Commissioner is responsible for administrative enforcement of his decisions in accordance with the provisions of the law governing general administrative proceedings which pertain to enforcement of non-financial obligations. This means the Commissioner has the power to impose and charge fines in an amount up to RSD 200,000 to force public authorities to comply with his orders. Where even those measures fail to produce effects, the Commissioner, according to the law, seeks assistance from the Government to ensure compliance with the orders, which includes direct enforcement.

In practice, enforcement of the Commissioner’s decisions by imposing fines has already produced tangible results and they are expected to increase in the following period. In the second half of 2010, pursuant to requesters’ proposals for enforcement, by the end of 2010 the Commissioner imposed 21 fines on public authorities, including 16 fines of RSD 20,000.00 and 4 fines of RSD 180,000.00. Thus, the budget of the Republic of Serbia received RSD 1,040,000.00 in revenues from this source.
Five authorities failed to pay fines to the budget, including a first fine of RSD 20,000.00 and a second fine of RSD 180,000.00 based on the Commissioner’s conclusions: the Higher Court of Belgrade, the Correctional Facility in Sremska Mitrovica, the Faculty of Philosophy of the University of Belgrade, the Republic Bureau of Statistics and the Municipality of Rakovica in Belgrade. 

In three cases where the Commissioner had used up all available options, the Commissioner, in accordance with the Law, sought assistance from the Government to ensure compliance with his orders, including through direct enforcement. After that, in one of those three cases, the pertinent order was complied with and the requester received the information. It was the case of the Civil Aviation Directorate, which is dealt with at the beginning of this report. In the remaining two cases in 2010, the Commissioner has not yet received feedback.

In the first half of 2010, before the aforesaid amendment of legislative provisions pertaining to enforcement, when the Government alone was responsible for enforcing the Commissioner’s orders, according to a report of the Government’s Secretariat General, the Government received 43 requests for enforcement of the Commissioner’s decisions. However, other than warning public authorities concerned that the Commissioner’s orders are binding and notifying that fact to requesters, the Government failed to take any de facto enforcement measures. 
6.1.3.3. Outcome of Commissioner’s Decisions pursuant to Appeals in Administrative Proceedings
 According to the available information, in 2010 the Administrative Court received 38 appeals against the Commissioner’s decisions - 18 by information requesters and 20 first-instance authorities, which are not even allowed to bring legal action against the Commissioner’s decisions, as explained above.
On request from the Administrative Court, the Commissioner submitted 30 responses to appeals. the Administrative Court ruled on 28 appeals. It rejected 15 appeals by information requesters as unjustified, thereby reaffirming the Commissioner’s decisions, it rejected 12 appeals lodged by public authorities as inadmissible and it rejected one appeal lodged by the Republic Public Prosecutor’s Office as unjustified. 
This offers proof that no decision of the Commissioner was overturned in 2010.

            For more information on appeals lodged by first-instance authorities against the Commissioner’s decisions and on judicial enforcement of freedom of information with regard to information held by the highest national authorities, see the third chapter of this document, which deals with activities taken by public authorities in the implementation of the Law on Free Access to Information.
6.1.4. Handling of Information Requests by Commissioner
Upon receiving a request for information referred or forwarded by another public authority, the Commissioner first checked whether the requested document was held by the authority which forwarded the request, i.e. whether it ought to have been held by that authority taking into account its sphere of competence. If he found that an authority indeed did not hold the requested document, the Commissioner forwarded such requests to an authority which, to the best of his knowledge, should hold such document (except where the requester does not want that), notifying the requester of such forwarding or instructing him/her to address the relevant authority personally, in which case the Commissioner provided an explanation and assistance with the submission of a request. the Commissioner handled 107 referred requests in this way in 2010 and in 202 more cases he exchanged written correspondence with public authorities for the purpose of establishing which authority is competent for handling a specific request and for other issues in connection with implementation of the law.

In 2010 the Commissioner received 51 requests for access to information created in his work, all of which were answered on time. All requests were accepted and the Commissioner furnished copies of the requested documents to requesters, except in one case where a request was partially rejected by means of a decision, in the interest of ongoing proceedings before the Commissioner. It should be noted that the requested information was made available to the requester even in that case once the proceedings were completed. 

6.1.5. Handling of Citizens’ Petitions by Commissioner
In 2010, the Commissioner received and acted on 266 citizens’ Complaints relating to the activities or failure to act by public authorities in various fields, insofar as these did not relate to the Commissioner’s sphere of competence, i.e. the exercise of freedom of information. these petitions were forwarded to competent authorities for further proceeding, in which case the petitioners were notified accordingly, or alternatively the petitioners were instructed which authority to address. 

6.2. Activities in Cases in the Field of Personal Data Protection
6.2.1. Procedure followed by the Commissioner in the Field of Data Protection
LPDP vests the Commissioner with a general right to supervise the implementation and enforcement of that Law. the Commissioner performs those duties through authorised officers – inspectors, who have a duty to carry out their supervision duties in a professional and timely fashion and to produce records of their enforcement activities.

In supervising the enforcement of the Law, authorised officers shall use knowledge acquired on their own initiative or learned from appellants or third parties. In supervising the enforcement of the Law, authorised officers shall furnish their official identification documents, the format of which is prescribed by the Commissioner. 

In carrying out supervision, the Commissioner has considerable powers – the right to access and examine data and data files; complete set of documents relating to data collection and other processing activities, as well as to the exercise of data subjects’ rights under the Law; general enactments of controller; and premises and equipment used by controller.

If it is found during supervision that the provisions of LPDP pertaining to data processing have been violated, the Commissioner shall warn the data controller that irregularities have been identified in data processing. Furthermore, the Commissioner may order rectification of irregularities within a specified time limit, suspend any data processing which is carried out contrary to the provisions of the Law and order the deletion of any data collected without proper legal basis.

The Commissioner’s decisions are not subject to appeal, but they may be challenged in administrative proceedings. the Commissioner files petitions for institution of infringement proceedings in cases where violation of the provisions of LPDP has been identified. 

In addition to his sweeping supervision powers, the Commissioner is also mandated to act on appeals as the authority of second instance. Persons filing requests for exercising a right related to processing may lodge appeals with the Commissioner in the following cases: against a controller’s decision rejecting or denying a request; if a controller fails to decide on a request within the specified time limit; if a controller fails to grant access to data or issue a copy thereof or fails to do so within the time limit and in the manner provided for in LPDP; if a controller makes the issuing of a copy of data subject to the payment of a fee the amount of which exceeds the necessary costs of producing a copy; if a controller, in violation of the Law, hampers or prevents the exercise of rights.

The Commissioner may refuse all untimely or incomplete appeals and reject all unjustified appeals. Where he finds an appeal to be justified, the Commissioner orders a controller by means of a decision to act upon request within a specified period of time. the Commissioner’s rulings on appeals are binding, final and enforceable and, where necessary, the Government shall ensure that the Commissioner’s rulings are enforced.

6.2.2. Actions taken by Commissioner in Supervisory Capacity         
In 2010, the Commissioner performed supervision of implementation and enforcement of LPDP in connection with 71 data controller. 

Examples:
1. the Commissioner supervised compliance and implementation of LPDP by the Blood Transfusion Institute in Belgrade following a report by a citizen, which pointed to potential violation of the provisions of LPDP by the said Institute in the course of blood collection from voluntary donors. In the course of supervision activities, irregularities were found in personal data processing that violate the provisions of Article 15, paragraphs 1, 16 and 17 of LPDP in connection with collection of particularly sensitive personal data of blood, blood platelets and bone marrow donors, which were collected without prior notification of donors about data processing and without their written consent by means of questionnaires. Furthermore, irregularities were also found in personal data processing that violate the provisions of Article 47, paragraph 2 of LPDP in connection with the collection and keeping of particularly sensitive personal data of blood donors collected by means of questionnaires and in connection with the formation, keeping and submission to Central Register of personal data processing records.

With a view to rectifying the identified irregularities, the Commissioner served a warning on the Institute in which he highlighted the aforesaid irregularities and made the following suggestions: 1) that the Institute, in the said questionnaires or by other appropriate means, should inform donors in writing of its identity, the purpose of data collection and further processing, the manner in which data will be used, the identity of persons or the type of persons who will be using the data, the mandatory nature (with an explanation of the legal basis) and/or voluntary nature of data provision and processing, the donors’ right to revoke their consent to data processing and the legal consequences of such withdrawal, and that the Institute should, furthermore, through such questionnaires or by other appropriate means, obtain prior written consent for the processing of data thus collected, which consent should specify the data which are to be processed, the purpose of processing and the manner in which such data will be used; 2) that the Institute should put in place appropriate organisational, technical and HR measures proposed by the Commissioner to rectify irregularities in connection with the collection and keeping of particularly sensitive personal data of donors collected through questionnaires, and 3) that the Institute should, in the manner set out in the Decree on the Form for and Manner of Keeping Records of Personal Data Processing, create records of personal data and that it should bring all data files and records created before the effective date of LPDP in compliance with that Law and submit them to the Commissioner. 

The data controller fully rectified the irregularities highlighted in the Commissioner’s warning. 
2. Supervision of compliance with and implementation of LPDP by the Medical Centre “Dr. Ristic” was carried out pursuant to a report by a citizen who alerted the Commissioner to illegal processing of her personal data by the said medical centre as a data controller, because it sent details of her family history in the electronic form to the electronic address of her employer.

In the course of supervision it was found that the data controller had carried out illegal processing of particularly sensitive personal data of the complainant, in that it had, on two occasions, sent her medical information in the electronic form to the electronic addresses of three officers of her employer. the Commissioner filed a petition for institution of infringement proceedings against the Medical Centre “Dr. Ristic” as the defendant legal entity and against the director of that centre as the defendant authorised officer. Furthermore, with a view to rectification of other irregularities which were found during supervision, but were not included in the original report, the Commissioner issued a warning highlighting irregularities in terms of failure to fully implement technical, HR and organisational measures of data protection in accordance with the established standards and procedures, irregularities concerning electronic sending of laboratory results and reports from specialist medical examinations to a specified e-mail address without first obtaining explicit written consent of data subjects and, finally, irregularities concerning the formation, keeping and submission to Central Register of personal data processing records.
The data controller fully rectified the irregularities highlighted in the Commissioner’s warning. 

3. The Commissioner, acting on a report by a citizen, supervised compliance and implementation of LPDP by the Ethnic Council of the German Ethnic Minority, based in Novi Sad, which represents all associations of German ethnic minorities in the Republic of Serbia.  
The report pointed to potential violation of the provisions of LPDP in connection with the processing of data relating to submission of requests for registration with a special electoral register of voters belonging to the German ethnic minority. the complainant also sent to the Commissioner a copy of the Instructions for Collecting Requests for Registration with the Special Electoral Register, in which the president of the Ethnic Council instructed activities to collect and photocopy signed and completed request forms and to record them in special internal records, with enclosed photocopies or photo shots of identification cards, and then to submit the original forms cumulatively to the municipality on behalf of the persons who signed and filled out those forms. 
In view of the foregoing, the Commissioner ordered the president of the Ethnic Council to explain whether the aforesaid data collection and processing measures have already been taken, how many persons were involved, in which towns/cities and what documents and records formed on this basis were available to the Electoral Committee. In particular, the Commissioner drew the attention of the data controller to the fact that the applicable regulations do not confer on the existing Ethnic Councils the right to collect requests from citizens and to submit them on their behalf to competent municipal authorities or the right to collect those requests for the purpose of their own processing and formation of their internal records.  
In the subsequent course of supervision it was found that the Electoral Committee had in the meantime ordered its activists to suspend all activities pursuant to the said Instructions. the Commissioner issued a decision ordering the data controller to delete all illegally obtained data by destroying a list containing the names of 26 (twenty six) persons and the 26 (twenty six) copies of requests for registration with a special electoral register filed by those persons, as well as all other media which could store those data, which fact must be verified by a protocol signed by a committee set up of representatives of the Ethnic Council of the German Ethnic Minority, which holds that list and those copies. 
The data controller fully complied with the Commissioner’s order.
4. Supervision of compliance with and implementation of LPDP by the Supreme Judicial Council was carried out in connection with the appointment of judges in courts of general and special jurisdiction in the Republic of Serbia and no irregularities were found in the operations of that data controller. As regards data files kept by the Supreme Judicial Council in the capacity of a data controller, it was found during supervision that no records of processing were created for any of those files in accordance with Article 48 of LPDP and the Decree on the Form for and Manner of Keeping Records of Personal Data Processing. 

As this supervision activity was carried out in the early days of implementation of LPDP, when data controller were still not sufficiently familiar with its provisions, the Commissioner did not file a petition for institution of infringement proceedings.

5. Supervision of compliance with and implementation of LPDP by the Bosniak Ethnic Council was carried out on the premises of that Council in the town of Novi Pazar, in connection with a press announcement given by the Executive Committee of the Bosniak Ethnic Council  for the “Politika” daily, in which they stated that registration of voters with special electoral list was going according to plan and that 60,000 census cards had been printed in the municipalities of the Sandzak region, all of them processed within a single database maintained by a team of that Council.

In the course of supervision, the Commissioner found that activists of the Council were told during the campaign for registration with the special electoral register of Bosniak ethnic minority to mobilise and encourage the citizens of the municipalities of Prijepolje, Sjenica and Novi Pazar to exercise their constitutional and legal rights. Thus, they visited citizens and distributed the form of the Request for Registration with Special Electoral Register, which were then either filled out and submitted to the authorities by the citizens themselves or given to those activities to carry them to the competent local authorities. It was also found that activists in the field kept written records of persons who received such requests by writing in their notebooks the names and surnames of persons who received the request forms. the hard copy records created by activists in the field were then entered into MS Excel spreadsheets in the computers of the Bosniak Ethnic Council and then destroyed. 
As it was found during supervision that the Bosniak Ethnic Council had collected particularly sensitive personal data for a total of 32,458 (thirty two thousand four hundred and fifty eight) persons of the Bosniak ethnic minority, including their names, surnames and places of residence, which were then used to create lists of persons who filed requests for registration with a special electoral register for the Bosniak ethnic minority, and that such data were collected and processed without proper legal basis and without free consent of the data subjects, the Commissioner passed a decision whereby he ordered the Bosniak Ethnic Council to delete those data from hard drives of the computers used by the administration of the Bosniak Ethnic Council by formatting the hard disk partition where those data were stored, which must be evidenced by means of a relevant protocol. 
The data controller fully complied with the Commissioner’s orders.

6. Supervision of compliance with and implementation of LPDP by the Postal Office of the town of Bor and the Interim Municipal Administration of the Municipality of Bor was carried out pursuant to a report by the president of the Serbian Progressive Party. the report pointed to a possible abuse of personal data of the citizens of Bor during snap local elections in the period May – June 2010. According to the allegations in the report, unknown persons had, without authorisation, obtained and used for unintended purposes personal data of citizens of the municipality of Bor processed during local elections for councillors in the Bor Municipality Council. these personal data were used for addressing an unknown number of letters with identical advertising content, with an enclosed payment order for the sum of “a mere RSD 1,860.00” to a specified (non-existent) checking account number. In those letters, the president of the Serbian Progressive Party allegedly asked his “loyal voters” to pay the specified amount or any other amount, putting the following wording as the purpose of payment: “Support to campaign of the Serbian Progressive Party by party members and loyal voters”. 
Upon supervision, the Commissioner found that the letters had been sent personally to several members of each household and not only to the registered owner of the house, which seemed to indicate that the data had been collected without proper authorisation from databases used in the election procedure. At that time, electoral registers and lists of citizens who had supported certain lists of candidates were publicly available. For this reason, the Commissioner also inspected the activities of the Interim Municipal Administration of the Municipality of Bor, taking into account the fact that those data could have been accessed and used both by members of the Municipal Electoral Commission and members of political parties and coalitions which formed and submitted those lists and by other persons who were authorised under the law to obtain such data from the Electoral Commission, which held those lists. Such data processing was carried out without the consent of data subjects, contrary to the requirements of Article 12 of LPDP. 
Upon supervision of the aforesaid data controllers, the Commissioner was unable to determine the identity of persons responsible for unauthorised obtaining and use of those data for unintended purposes or to determine the exact database used, its form and the exact storage medium where those data were stored. 
On the other hand, supervision carried out at the municipal administration confirmed there were irregularities in terms of personal data protection: it was found that the so-called “tentative electoral registers” had been on display in the hall on the ground floor of the Municipal Council building for a month before the election date, during which time any interested party could have accessed the information contained in those lists. They had been placed in hard copy, bound in several books, in the hall of the building. Also, the electronic versions of the data stored at the Department of Property Law, Administrative and General Affairs were likewise insufficiently protected from unauthorised access, modification, disclosure and any other potential abuse. 
Due to the aforesaid irregularities, the Commissioner warned the Interim Municipal Administration of the Municipality of Bor to put in place HR and organisational measures to protect data on citizens of the municipality of Bor who are eligible to vote, with a list of specific measures which should be put in place for the purpose of personal data protection, both in non-automated and in automated data files. Furthermore, the data controller was advised to form data processing records and to submit them to the Commissioner.  
The municipal administration of Bor has not notified the Commissioner of any measures taken to rectify the identified irregularities.  
On the basis of the facts found, the Commissioner filed criminal charges against unknown perpetrators with the Primary Public Prosecutor’s Office in Bor. 

7. Supervision of compliance with and implementation of LPDP by the Serbian Chamber of Engineers, Belgrade, was carried out pursuant to a report by a citizen which pointed to a possible violation of the provisions of LPDP by the Serbian Chamber of Engineers in the professional licence issuing procedure, due to excessive collection and processing of data disproportionate to the purpose of processing, without legal grounds and without the consent of the data subjects concerned. It was alleged that the Serbian Chamber of Engineers had been collected photographs of applicants as a mandatory requirement for issuing professional licences. During supervision, the Commissioner found the allegations stated in the report to be true and confirmed the said irregularities in connection with data processing. As the data controller immediately rectified the identified irregularities, the Commissioner did not have to issue a relevant warning.  
8. Supervision of compliance with and implementation of LPDP by the Republic Health Insurance Fund, with head offices in Belgrade, was carried out on the Commissioner’s own initiative. the planned supervision activities for this data controller included the premises of the Directorate and those of the Branch Office for the Macvanski District, based in the town of Sabac, as well as the premises of the Sabac Medical Centre. In the segment of supervision which concerns data protection in non-automated files and implementation of technical measures of video surveillance, the Commissioner carried out written supervision of all branch offices and posts of the data controller in the territory of the Republic of Serbia. 
Due to the extremely voluminous and complex supervision and a correspondingly large report, the content of which is already known to the data controller, the Commissioner until the end of 2010 did not issue a relevant warning on identified irregularities in terms of personal data protection in non-automated (paper-based) records, with proposals for their rectification.  
9. Supervision of compliance with and implementation of LPDP by the Vrbas Municipal Council was carried out on the Commissioner’s own initiative, on the basis of information that the data controller, acting on a freedom of information request filed by a citizen, had provided that citizen with information on ethnic affiliation of councillors.

The purpose of supervision was to identify possible irregularities in the handling of particularly sensitive personal data. The Commissioner found that the data controller had obtained written consent from the councillors to process the said data before providing the relevant information, which meant there was no violation of the provisions of LPDP in this specific case.  
10. Acting on own initiative, the Commissioner carried out supervision of compliance with and implementation of LPDP by Ministries in the Government of Serbia, exclusively with regard to the obligation of Ministries, as data controllers, to create records of data files and to submit them to the Commissioner for the purpose of registration with the Central Register. It was found that 14 Ministries had not formed and did not keep records of data files on a form specified in the Decree on the Form for and Manner of Keeping Records of Personal Data, nor did it submit records of data files to the Commissioner. For this reason, the Commissioner filed petitions for institution of infringement proceedings against the Ministers of the 14 Ministries concerned for an infringement referred to in Article 57, paragraph 1, items 12 and 14, with reference to paragraph 3 of LPDP. Furthermore, the Commissioner also sent a warning within the meaning of Article 56, paragraph 1 of LPDP to the Ministries concerned, pointing to the same circumstances in connection with the identified irregularities.

All Ministries (14 of them) have complied with the Commissioner’s warning.
11. Supervision of compliance with and implementation of LPDP by the citizens’ association “International Academic Centre”, Belgrade, was carried out on the Commissioner’s own initiative, on the basis of knowledge obtained in a case formed pursuant to a request by the data controller to obtain approval for transborder transfer of data from the country.

The data controller processes personal data as part of the testing program GMAT® (Graduate Management Admission Test) in Serbia. The purpose of this test is to evaluate the qualifications and overall skills and capacity of persons interested in education in the USA.

In the course of supervision, the Commissioner found that persons interested in taking this test are asked to fill out and sign an appointment form, which includes as its integral part a statement from the person concerned that data contained therein are processed with his/her consent. However, none of the documents contain complete and clear information about the data controller intended for the participants (Article 15, paragraph 1 of LPDP). 
In the course of supervision, the Commissioner also found that the data controller took the following from the candidates immediately before the test is taken: papillary fingerprints (dactyloscopy), signature in hand, converted to an electronic form, and a photograph taken on the spot. All of these are then saved in the data controller’s computer and saved up to 30 days. The Commissioner also found that the data controller submitted personal data thus obtained, together with the answers to the tests given by participants, to the server Person VUE in the United States.
In view of the foregoing, the Commissioner passed a decision ordering the data controller to bring the statement of consent to personal data processing in compliance with Article 15 of LPDP within 8 days and to terminate the practice of taking papillary fingerprints, because such personal data processing constitute inadmissible and disproportionate data processing within the meaning of Article 8, paragraph 1, items 6 and 7 of LPDP, as the data controller was already taking candidates’ signatures in hand, converted to an electronic form, and photographs taken on the spot, which, combined with audio and visual footage of the act of taking the test as such, constituted a sufficient amount of data for reliable identification of persons who take the test, which was the ultimate purpose of data processing in this case.

There is no confirmation that the Commissioner’s decision was served on the data controller, as the latter changed the address of its registered office during the proceedings, so the service was repeated to the new address.

12. Supervision of compliance with and implementation of LPDP by the data controller MLADINSKA KNJIGA d.o.o. Novi Beograd, a publishing and trade company, was carried out pursuant to a report by a citizen. 
In the course of supervision, the Commissioner found that the data controller kept no records within the meaning of Article 48 of LPDP and did not submit any records of data files to the Commissioner in accordance with Article 51, paragraph 1 and Article 61 of LPDP for the purpose of registration with the Central Register.  

The data controller rectified this irregularity during the supervision procedure. The Commissioner found no other irregularities perpetrated by this personal data controller. 
13. Supervision of compliance with and implementation of LPDP by the data controller MLADINSKA KNJIGA d.o.o. Novi Beograd, a publishing and trade company, was carried out pursuant to another report by citizens.  
In the course of supervision, the Commissioner found that the data controller had been sending to home addresses of the complainants identical, specially designed envelopes which opened to form a promotional sales offering of books, worded as a “happy birthday” card for the recipient. The envelopes also included a birthday gift voucher for the amount of RSD 500 and contained inside a separate, postcard-sized cardboard birthday card with the image of a birthday cake with the recipient’s name written on it. Above the image, the cards bore the following wording: “Dear XY, make a nice wish on your birthday!”
The complainants claimed they had never disclosed to the data controller their dates of birth or unique personal identification numbers and they were not aware how and from whom the data controller could have obtained that information. Having carried out the supervision, the Commissioner found that the data controller had no proof that it obtained the personal data in question directly and personally from the complainants. 

The Commissioner passed a decision ordering the data controller to delete all personal data of those persons, because they were processed without their consent. Furthermore, the Commissioner filed appropriate petitions for institution of infringement proceedings.  

14. Supervision of compliance with and implementation of LPDP by the data controller APATINSKA PIVARA APATIN d.o.o., Apatin, a brewery, was carried out pursuant to a report by a citizen. The report alleged that the data controller had organised a sweepstake “South Africa Live” during the World Football Cup in which participants were required to fill in the following information on the back of a ready-made, specially designed envelope for beer bottle caps: name and surname, address, municipality, unique personal identification number and phone number.

Having carried out supervision and procured an explanation from the sweepstake organiser, the Commissioner found the organiser was obtaining and processing unique personal identification numbers of citizens who took part in the sweepstake, in violation of Article 8, paragraph 1, item 5 of LPDP. 
The Commissioner issued a warning that obtaining unique personal identification numbers from participants in a sweepstake by asking them to enter those number on the back of a postal envelope for participation constituted inadmissible data processing within the meaning of Article 8, paragraph 1, item 5 of LPDP, as this made the unique personal identification number, as personal data, available to the general public, thereby increasing the risk of its unjustified use and abuse. This warning was based on the fact that all other data required for entry (name, surname, address and municipality of residence, contact phone) were sufficient for identification of sweepstake winners and on the fact that it was feasible for participants to submit their unique personal identification numbers inside sealed envelopes. 
15. Supervision of compliance with and implementation of LPDP by the President of the Republic of Serbia as a data controller was carried out pursuant to a report by a citizen who alleged she had contacted the President in writing in connection with the appointment of judicial office holders. In her letter she had raised doubts about the legality and fairness of the decision made by the Supreme Judicial Council, after which she was contacted on her mobile phone and told by a male, who refused to identify himself, that he was calling on behalf of the Commissioner and that she would be sued by person “XY”, to whom she made a reference in her letter to the President; that lawsuit was latter actually filed – the person in question sued her for libel.

The Commissioner carried out supervision on the premises used by the President of the Republic of Serbia and found certain irregularities for which he filed criminal charges against an unknown perpetrator for reasonable suspicion that he had committed the criminal offence of assumption of false identity, referred to in Article 329, paragraph 1 of the Criminal Code, and the criminal offence of unauthorised personal data collection, referred to in Article 146, paragraph 3, with reference to paragraph 1 of the Criminal Code. The Commissioner also filed a petition for institution of infringement proceedings against the responsible person in the Office of the President of Serbia.
16. Supervision of compliance with and implementation of LPDP by the data controller “Ustanova STUDENTSKI CENTAR” was carried out pursuant to a report by a citizen.  
In the course of supervision, the Commissioner found that, on 31 May 2010, the Ministry of Education of the Republic of Serbia had announced the “Competition for Admission of Higher Education Students in the Republic of Serbia to Boarding and Food Institutions in the School Year 2010/2011”, published in May 2010 in the journal “Prosvetni pregled”. After the completion of the competition, the data controller published the results for first-year students on its website, www.sc.rs, in the “Final Ranking of Freshman Students”, which included the following information: surname, name of one parent, name, unique personal identification number, place of residence, faculty, student book number, monthly income per household member, score on financial status, score on education status and grade point average. 

The Commissioner believes that in this case it was not necessary to process unique personal identification numbers of applicants to achieve the purpose of processing within the meaning of Article 8, paragraph 1, item 6 of LPDP, especially not by disclosing unique personal identification numbers as personal data to the general public, which placed the applicants at increased risk of unjustified use and abuse of this personal information. The Commissioner therefore issued a warning to the effect that publication of unique personal identification numbers on a website constituted disproportionate, and therefore unnecessary, processing, urging the data controller to refrain from repeating this practice in the future. When issuing this warning, the Commissioner also took into account the fact that all other required data were sufficient to identify the applicants.

17. Supervision of compliance with and implementation of LPDP by a data controller initiated on own initiative, on the basis of information learned from a daily newspaper, which claimed that nurses in the Mirijevo branch of the Zvezdara Medical Centre accidentally accessed the electronic medical record of a patient.

Upon supervision, the Commissioner found that software had been changed between the time of the contested event and the time of supervision, giving nurses limited access only to patients’ personal data, while only chosen physicians could access diagnoses. The Commissioner also found that, in some cases, the staff knew each other’s passwords or kept them remembered on their computers, so there was no need for typing them on startup or on accessing the system. Furthermore, it was found that the branch of the Zvezdara Medical Centre in Novo Mirijevo had not posted any notice on its premises of the fact that the building is under video surveillance. The Commissioner drew up a report of supervision.

Because of the irregularities identified, the Commissioner issued a warning to put in place technical, HR, and organizational measures to protect data in accordance with established standards and procedures by generating  a password for each employee who works on a computer, as a combination of uppercase and lowercase letters, numbers, signs and symbols, 5-7 characters in length. Also, it is necessary to warn employees of their obligation to keep passwords confidential, to observe the requirement relating to non-disclosure of passwords to other employees and to avoid “remembering” passwords in their computers, as well as to ensure that, if an employee is redeployed to another job within the same data controller, he/she must be issued a new password. It is necessary to configure the operating system in such a way as to ensure that, after an idle period, a user must relog again using his/her password. The branch of the Zvezdara Medical Centre in Novo Mirijevo was also warned to post a notice of the fact that its building is under video surveillance. Finally, the branch of the Zvezdara Medical Centre in Novo Mirijevo was cautioned to form records of data files it holds and to submit those records to the Commissioner.

The branch of the Zvezdara Medical Centre in Novo Mirijevo initially only partially complied with the Commissioner’s warning; after a second warning, it complied in full.

18. Supervision of compliance with and implementation of LPDP by the data controller “Politika” Press and Publishing Company was carried out pursuant to a report by a citizen, who alleged that “Politika” had placed in the common lobby of its building a bulletin board where it posed decisions and official notes, with employee’s personal data and amounts of their severance pays. In that way, those data were made available not only to the employees of the “Politika” Press and Publishing Company, but also to employees of other companies which had their offices in the same building, their clients and all other visitors of the building.
In the course of supervision, the Commissioner found that the bulletin board was placed on the ground floor, in the hall of the building of the “Politika” Press and Publishing Company, and that it contained two decisions relating to the complainant and an official note, all of which included the person’s name, surname, job, unique personal identification number and amount of severance pay.

The data controller explained that those decisions could not be served on the persons concerned and were therefore posted on the bulletin board in accordance with Article 185 of the Labour Law, emphasising that all data contained in the decisions were mandatory, because decisions on employment termination must be submitted to the Pension and Disablement Insurance Fund and the amount of each severance pay must be determined by means of a decision, meaning that the amount of severance pay had to be specified in such decisions.

Furthermore, during supervision the Commissioner also found that the company was obtaining information on ethnic and religious affiliation from its newly hired employees. To this the data controller that data on ethnic affiliation were collected “by automatism”, as a leftover from earlier times, while data concerning religious affiliation were collected in order to determine which religious holidays an employee will be taking, adding that employees had an option to withhold information on their religious affiliation. 

Because of the identified irregularities, the Commissioner issued a warning to the data controller to terminate collection of data relating to ethnic and religious affiliation of employees, as these were considered to be particularly sensitive personal data referred to Article 16 of LPDP. The Commissioner also ordered deletion of all such data collected to that date and demanded of the data controller to order the software company “DIGIT – racunarski inzenjering” d.o.o., Belgrade, to remove the functionality of entering and using such data in the “HR Program System”. The Commissioner also warned that, when specific decisions relating to the labour law status of employees are posted on the bulletin board, unique personal identification numbers of employees must be made illegible, but only on the copy of the decision which is posted. Furthermore, the Commissioner also warned the “Politika” Press and Publishing Company to remove its bulletin board from the ground floor of the building in Makedonska 29 to the premises used only by the said company, i.e. to one of the offices on floors 4 to 17, to a spot which would be suitable for publication of internal news, announcements etc. Finally, the Commissioner warned the data controller to form records of data files it holds and to submit those records to the Commissioner.

“Politika” Press and Publishing Company fully complied with the Commissioner’s warning.

19. Supervision of compliance with and implementation of LPDP by the data controller “City Municipality of Novi Beograd” was carried out pursuant to a report by a citizen, which alleged that the citizen in question received a decision on registration with the Special Electoral Register of the Bosniak ethnic minority, although he had never filed a request for such registration; furthermore, the citizen claimed that, upon examination of relevant documents on the premises of the Municipality of Novi Beograd, he found all data in the request to be accurate, but his signature had been forged.

In the course of supervision at the General Administration Department of the City Municipality of Novi Beograd, the Commissioner examined the complete records relating to that citizen and took those records, with a notice of receipt. In connection with the identified irregularities, the Commissioner filed criminal charges with the First Primary Public Prosecutor’s Office in Belgrade against an unknown perpetrator for reasonable suspicion that he had committed the criminal offence of unauthorised personal data collection, referred to in Article 146 with reference to Article 33 of the Criminal Code, and the criminal offence of forging public documents, referred to in Article 355, paragraph 1 of the Criminal Code, with reference to Article 33 of the Criminal Code.

20. Supervision of compliance with and implementation of LPDP by the data controller “Technical Faculty ‘Mihajlo Pupin’” in the town of Zrenjanin was carried out pursuant to a report by a citizen, who alleged that his personnel files which contained personal information had disappeared from the official premises of the data controller. He claimed he was not informed of data processing in accordance with LPDP, that he did not know who processed his data, for what purpose and on what legal basis. In a subsequent electronic message, the citizen repeated the allegations in connection with personal data, but he also added new allegations concerning a potential conflict of interest of the dean of that faculty.

In the course of supervision, the Commissioner found that the citizen’s personnel file had not disappeared, but was given to the dean for inspection, because he wanted to learn details about the employment contract of that citizen, having found that the latter failed to perform duties set out in his job description. The citizen concerned was then served with a warning notice, which informed him of potential reasons for termination of his employment. In the course of supervision, the Commissioner found that the citizen’s personnel file, just like all other employee files held by that data controller, was kept at the office of general and HR affairs. 

In the course of supervision, the Commissioner found no irregularities with regard to personal data processing and he notified the complainant accordingly.

21. Supervision of compliance with and implementation of LPDP by the Postal Office in the town of Jagodina, a business unit of the Serbian Postal Company (JP PTT “Srbija”), was carried out pursuant to a report by a citizen, who alleged that post officers at the desk had asked him to leave with them the original version or a copy of a document he wanted to send by telegram facsimile (fax), which, in his opinion, amounted to a violation of privacy and secrecy of letters and correspondence. Upon opening of the case, the Commissioner inspected three other offices of the Serbian Postal Company (JP PTT “Srbija”) – in Belgrade, Kraljevo and Novi Pazar.
In the course of supervision, the Commissioner found there was no uniform practice: in some postal offices, employees did not ask to keep original versions or copies of documents when sending facsimiles, in others they asked the sender to leave the original version or a copy, while in some others they made copies of the document themselves without the sender’s knowledge and returned the original. The employees explained this practice of keeping documents was “long-standing practice, the way it is done”. They also invoked the provisions of the Bylaw on Provision of Telegraphic and Telematic Communication Services of 1998, which states that senders may, if they wish, keep the original version of a sent document, in which case a photocopy of that document is made and charged according to the current price list for postal services, or they may bring with them a photocopy of the document they wish to send. If a sender does not want to leave the original version of a document at a post office or to have it photocopied, he/she must write the note “Original kept by sender” on the back of the “Telegram Facsimile” form and certify it with his/her signature.

Upon supervision, the Commissioner identified certain irregularities and issued a warning to the data controller, demanding of it to issue appropriate instructions or another enactment and to forward it to all of its branches and subsequently also to all lower organisational units, in order to forthwith bring the procedure in case of facsimile transmissions in compliance with the provisions of LPDP, i.e. to ensure that sent facsimiles can be collected and stored only on the basis of explicit written consent of the sender. Furthermore, the Commissioner warned the data controller to form records of data files it holds and to submit those records to the Commissioner for the purpose of registration with the Central Register.

The data controller fully complied with the warning insofar as the procedure in case of facsimile transmissions is concerned, but it failed to comply with the warning with regard to the obligation to form records of data files it holds and to submit those records to the Commissioner for the purpose of registration with the Central Register. 
22. Supervision of compliance with and implementation of LPDP by the General Affairs Department of the City Administration of Subotica was carried out on the Commissioner’s own initiative. In the course of supervision, the data controller notified the Commissioner that, after the adoption of Instructions on the Procedure of Registration with the Special Electoral Registers of Ethnic Minorities by the Ministry of Human and Minority Rights, ethnic minority activists and ethnic minority political parties began filing large numbers of requests for registration, ranging from several hundred to as many as 4,000 requests at a time. The data controller asked for and received an explanation from the said Ministry, which stated that the Law did not impose an obligation to file requests in person, with mandatory identification of applicants; instead, the Ministry stated it was sufficient for a request to be signed in hand personally. The Ministry stated the provisions of the Bylaw on the Manner of Keeping Special Electoral Registers of Ethnic Minorities should be interpreted as meaning that an applicant must sign a request personally, but it was irrelevant who delivered the request and by what means. The data controller also reported the following irregularities during registration: there were 1,371 (one thousand three hundred seventy one) duplicated requests or multiple requests per a single person; there were unsigned requests filed; there were citizens who demanded to be deleted from the Special Electoral Register for one ethnic minority and registered with the Special Electoral Register of another ethnic minority or just deleted, without registration with the Special Electoral Register of another minority, explaining they had never even applied for registration with a Special Electoral Register or they did not apply for the Special Electoral Register of the ethnic minority with which they were registered; that requests do not bear their signature or that they did not know exactly what they were signing, i.e. that they were misguided; that they did not want to be registered with any Special Electoral Register for ethnic minorities; and that some citizens filed criminal charges against unknown perpetrators to the Primary Public Prosecutor’s Office, based on which proceedings had been instituted before the Primary Court of Subotica.

Upon supervision and having obtained of relevant documents, the Commissioner filed criminal charges with the Primary Public Prosecutor’s Office in Subotica against unknown perpetrators for reasonable suspicion that they acted as accomplices in 17 (seventeen) criminal offences of unauthorised personal data collection, referred to in Article 146, paragraph 3, with reference to Article 33 of the Criminal Code, and 17 (seventeen) criminal offences of forging public documents, referred to in Article 355, paragraph 1 of the Criminal Code, with reference to Article 33 of the Criminal Code.

In this regard, the Commissioner also carried out supervision in the head office of the Alliance of Vojvodina Hungarians in Subotica, where it was found that citizens were asked to complete both the official form and a survey form drawn up by the Alliance of Vojvodina Hungarians, on which they stated what they considered to be the single most important issue for the status of the Hungarian ethnic minority. These forms – 138,475 of them – were distributed to citizens and in this way the Alliance collected data about 95,784 persons. The Alliance of Vojvodina Hungarians statistically processed the forms, then submitted them to competent municipal or city authorities and finally destroyed them in the town of Feketic, which fact was evidenced by a report, a copy of which was handed to authorised officers. It should be pointed out that the accompanying document with which those forms were submitted to competent authorities contained a list of citizens, with their addresses and unique personal identification numbers.

After supervision, the Commissioner passed a decision demanding of the Alliance of Vojvodina Hungarians to delete within 7 days data relating to 95,784 persons collected without proper legal basis and 1,907 lists titled “Certificate of Receipt of Request for Registration with Special Electoral Register of the Hungarian Ethnic Minority” by physically destroying the lists in the presence of a committee made up of 3 members, which fact must be entered in a relevant report and submitted to the Commissioner. 
The Alliance of Vojvodina Hungarians fully complied with the Commissioner’s decision and submitted a report on data destruction.

6.2.3. Commissioner's acting on Complaints in the Field of Data Protection         
In 2010, the Commissioner acted on 48 complaints (45 of which have been received in 2010, while 3 have been transferred from 2009). The Commissioner has completed acting on 38 out of 48 complaint concerned (35 from 2010 and 3 from 2009), while 10 have been transferred to 2011.


Examples:

1. A complainant submitted to a data controller – the Special Neuropsychiatric Hospital “Kovin” – a request to exercise the rights regarding personal data processing, by which he requested issuing of copies of documents containing information on his deceased mother who was a patient at that hospital during a certain period. The data controller did not act in accordance with the request, which it should have done without delay or within 30 days of the receipt of the request at the latest, nor did it pass a ruling rejecting the request with an instruction on available remedy.

The complainant lodged a complaint with the Commissioner, who ordered the data controller by his ruling to act in accordance with the request concerned for the exercise of the rights regarding personal data processing without delay, or within seven days of receipt of the ruling at the latest. The Commissioner stated in the rationale to his ruling that the legal heir – and in this case it is undisputable that the requester is the legal heir - is entitled to request a copy of information pertaining to a deceased person from a data controller. Since the data controller did not decide on the request within the statutory time limit, the Commissioner applied the provisions of Article 39, paragraph 3 of the Law on Personal Data Protection and ordered the data controller to act in accordance with the request. 

2. A requester submitted to a data controller – the Ministry of Internal Affairs – a request to exercise the rights regarding personal data processing, by which he requested access to and issuance of a copy of the records from the General Crime Index (OKI), Data Banks of Persons (BAN), Legally Possessed Weapon (ORU) and Identified Persons (LGL). 

The data controller did not act in accordance with this request, which it should have done without delay or within 30 days of the receipt of the request at the latest, nor did it pass a ruling rejecting the request as unjustified with an instruction on available remedy. 

The complainant lodged a complaint with the Commissioner, who ordered the data controller by his ruling to act in accordance with the request concerned without delay, or within seven days of receipt of the ruling at the latest. The Commissioner stated in the rationale to his ruling that a person is entitled to request from a data controller access to and issuing of a copy of the data pertaining to him/her, within the meaning of the provisions of Articles 20 and 21 of the Law on Personal Data Protection, or in this specific case access to and a copy of the records from the General Crime Index (OKI), Data Banks of Persons (BAN), Legally Possessed Weapon (ORU) and Identified Persons (LGL) and since the data controller did not decide on the request within the statutory time limit, the Commissioner ordered the data controller to act in accordance with the request. 

3. A requester submitted to a data controller – the Higher Court in Vranje - a request to exercise the rights regarding personal data processing, by which he requested access to a specified Order of a investigating magistrate of the then District Court in Vranje. The Higher Court in Vranje rejected this request by a ruling, invoking the provision of Article 23, paragraph 1, items 3 and 5 of the Law on Personal Data Protection, with the rationale that a copy of that Order had already been submitted to the complainant, as well as that the right of access can be restricted if it would seriously jeopardize prevention, detection, investigation and prosecution of criminal offences. 

The complainant lodged a complaint with the Commissioner, who overturned the ruling passed by the Court and ordered it to enable the requester access to the Order concerned of a investigating magistrate of the then District Court in Vranje without delay, or within three days. The Commissioner stated in the rationale to his ruling that the data controller wrongly concluded that submission of a copy of data, i.e. of the Order concerned, constituted the basis for restriction of the right of access to those data, since the right to notification, the right of access and the right to a copy were separate rights the exercise of which can be requested by any person from a data controller. In addition, the Commissioner stated in his ruling that the exercise of the right of access to the Order concerned does not consist solely of the right to a copy. Since the data controller still had not enabled the requester access to that Order, it could not restrict the exercise of that right with the rationale that it had already been exercised, because the data was not changed after issuing of a copy. The Commissioner then concluded that the data controller's statement that the right of access can be restricted was unjustified for another reason. The data controller stated that the exercise of this right would influence prevention, detection, investigation and prosecution of criminal offences, but access to the data, i.e. the Order, a copy of which had already been obtained from the data controller and the content of which had not been changed in the meantime could by no means influence prevention, detection, investigation and prosecution of criminal offences. 

4. A requester submitted to a data controller – the Ministry of Internal Affairs - a request to exercise the rights regarding personal data processing, by which he requested deletion of data from the records of criminal offences (KDL) and penal records (KAZ). The data controller rejected the request by a ruling, invoking the provision of Article 26, paragraph 5, item 4 of the Law on Personal Data Protection and stating that a data controller could not correct, modify, update and delete data and cannot stop data processing if the time limit for keeping of the data had not expired, as well as that, within the meaning of the provision of Article 76, paragraph 1, items 8 and 10 of the Law on the Police it kept records of operative reports, operative sources of information and persons under special police protection and records of events. The data controller further stated that Article 81, paragraph 1, item 7 of the same law stipulated that the data contained in the said records must be kept permanently and therefore the data could not be deleted from certain records, they were confidential and they had the status of “official” secret. 

The complainant lodged a complaint with the Commissioner, who overturned the ruling passed by the Ministry of Internal Affairs and returned the case for repeated resolution. The Commissioner stated in the rationale to his ruling that the records of criminal offences (KDL) and penal records (KAZ) could not be treated as equivalent to records of operative reports, operative sources of information and persons under special police protection and records of events and thus the same time limits for keeping of personal and other data in the records within the meaning of the provisions of Articles 76 and 78 of the Law on the Police could not be applied. The Commissioner further concluded that it was not clearly stated in the contested ruling whether all or some data from the records of criminal offences (KDL) and penal records (KAZ) were kept permanently, whether all or some data were classified as “official” secret and what harmful consequences for the interests protected by the law would result from deletion of data. Taking into account all of the above reasons, the Commissioner overturned the contested ruling, returned the case for repeated resolution and ordered the data controller to act in accordance with his remarks stated in the rationale to his ruling.

5. A requester submitted to a data controller – the Privatization Agency - a request to exercise the rights regarding personal data processing, by which he requested access to and issuance of a copy of complete results established within the framework of the project “Evaluation of Human Resource Potential in the Privatization Agency” implemented by the consultancy firm “City Scope Enterprises” from Belgrade. The Privatization Agency did not act in accordance with the request, i.e. it did not grant access nor issued copies of the entire documentation.

The complainant lodged a complaint with the Commissioner, who forwarded it to the data controller to reply to it. In a reply to statements in the complaint, the data controller informed the Commissioner that it invited the complainant to access the complete results established within the framework of the project “Evaluation of Human Resource Potential in the Privatization Agency” and the complainant subsequently accessed the requested data and obtained a copy of them in the data controller's official premises. Since the data controller enabled the exercise of the right of access and the right to a copy upon lodging of the complaint against failure to act in accordance with the request, but before the Commissioner decided on the complaint, the Commissioner terminated acting on the complaint.

6.2.4. Transborder Transfer of Data out of the Republic of Serbia
Transborder transfer of data out of the Republic of Serbia is regulated by only one provisions of the Law on Personal data Protection, which is not enough. This provision stipulates that data may be transferred from the Republic of Serbia to a state that is a party to the Convention for the Protection of Individuals with regard to Automatic Processing of Personal Data and to a state or an international organization that is not a party to the Convention if such state or international organization has a regulation or a data transfer agreement in force which provides a level of data protection equivalent to that envisaged by the Convention. The Commissioner determines whether the requirements are met and safeguards put in place for the transfer of data from the Republic of Serbia and authorizes such transfer.

Since this issue is not properly regulated by the Law on Personal Data Protection, and particularly because the procedure is not regulated, the Commissioner prepared appropriate guidelines for the procedure in this case, which should primarily help parties to prepare precise and properly substantiated requests and supporting documentation and they should also provide assistance to the Commissioner’s Office in processing of these requests.  

In 2010, the Commissioner received 6 requests for transborder transfer of data out of the Republic of Serbia, 5 of which are being processed and one was closed by termination of the procedure since a party withdrew a request.
 

Requests were submitted by: 3 М (East) AG, Lexmark International RS, CEEMARK S& M d.o.o, the International Academic Centre, MERCH SHARP & DOHME AG – two requests. Subjects of requests were mainly data pertaining to employees, buyers and suppliers, in one case the subject of a request were biometric data (fingerprints) and video and audio recordings and in one case the subject were data on health professionals. In all 6 cases transborder transfer of data to SAD was requested and in two cases transborder transfer to Australia and Malaysia was requested in addition. 

The examples below present two closed cases, one of which was closed in 2010 and the other in early 2011.

Examples:

1. Branch office of the company 3 M (East) requested from the Commissioner to allow transborder transfer of data on employees in Serbia to the USA, to the Company 3M having its headquarters in the USA, for further processing.  

Taking into account the content of the request and the documentation which was not complete, the Commissioner requested several times that the request be supplemented and the requested documentation submitted. One of the main problems was incomplete text of a contract on transborder exchange submitted by the requester, because it contains unclear formulations from which the facts relevant for evaluation of safeguards for personal data to be transferred cannot be established. 

The procedure in this case was completed by passing of a resolution terminating the procedure after the requester withdrew the request.

2. The company CEEMARK S&M d.o.o. from Belgrade (name of the company was changed in the meantime to LEXMARK INTERNATIONAL RS d.o.o.) requested from the Commissioner through a proxy to allow transborder transfer of personal data from Serbia to the USA to the international company LEXMARK INTERNATIONAL Inc. The company requested transborder transfer of data on employees and business associates (buyers and suppliers) of this company and submission of the data to the company LEXMARK INTERNATIONAL Inc. in the USA for further processing with the aim to establish a single database for all companies of the Lexmark group.  

The Commissioner concluded that the request and supporting documentation contain some shortcomings of essential and formal importance. In order to eliminate all shortcomings, the Commissioner ordered to the requester several times to make the request compliant and to submit necessary data and evidence it invokes. One of the main problems was the incomplete Contract on Processing and Transfer of Data between CEEMARK S&M d.o.o. Belgrade and LEXMARK INTERNATIONAL Inc, USA, since the contract concerned contained unclear formulations and since mutual rights, duties and responsibilities between the contracting parties regarding personal data protection were not precisely defined. 

The case was closed in early 2011, during preparation of this Report, when the Commissioner passed a ruling. The ruling allowed transborder transfer of data pertaining to employees out of Serbia, but the requester must select the manner of handling the data upon termination of data processing under contract before transborder transfer of data. In addition, this ruling did not allow further transfer of the data concerned on legal entities and natural persons outside the company LEXMARK INTERNATIONAL Inc, USA.  Unlike this case, the procedure on the request for transborder transfer of data pertaining to business associates – buyers and suppliers – was closed by passing of a resolution terminating the procedure after the requester withdrew the request.

6.3. Other Commissioner's Activities
6.3.1. Promotion of Rights and Provision of Assistance to Public Authorities  

In 2010, the Commissioner had many activities on the promotion of the right of access to information and the right to personal data protection. Primarily, the Commissioner raised public awareness of the exercise of the right of access to information and the right to personal data protection in various manners (meetings, the media, direct contacts, communications by citizens and NGOs). The Commissioner also provided assistance and gave advices in the formal and often also in the informal manner to public authorities about more efficient implementation of the Law on Free Access to Information of Public Importance and the Law on Personal Data Protection.

The Commissioner performed these activities in several manners, e.g. through decisions he passes upon submitted appeals. Depending on the reason of an appeal, the Commissioner also explained in rulings passed upon appeals the nature of the violation of the law, which can help public authorities to avoid such mistakes in the future. The Commissioner also indicated in his warnings or letters in different situations certain omissions in operations of public authorities and suggested those authorities how to rectify them. In addition, the Commissioner provided advices via telephone, e-mail or at direct meetings with representatives of public authorities.

6.3.2. Announcements


In 2010, the Commissioner gave 48 public announcements in response to current issues and problems the implications of which reach far beyond the scope of an individual case, i.e. which have become or might become a negative phenomenon. All announcements are posted on the Commissioner's web page and almost all of them were also published by the media.

6.3.3. Initiatives regarding Regulations

In order to promote the right of access to information and the right to personal data protection in the Serbian legal system, the Commissioner launched initiatives to pass new or amend the existing regulations on several occasions and supported initiatives of other entities. The following of such initiatives launched in 2010 merit special attention: 

· An initiative to amend the Law on Free Access to Information with respect to regulation of execution of the Commissioner's rulings, on the basis of which the Ministry of Public Administration proposed the Draft Law,

· An initiative to pass a law which would regulate opening of files of secret services, 

· An initiative to adopt the amendments to the disputable provisions of the Rules of Procedure of the National Assembly on the endorsement of independent authorities and regulatory bodies,

· An initiative to harmonize the provisions on access to information of importance for the environment of the Law on the Environment Protection with the Law on Free Access to Information, which initiative is under review by the line Ministry,

· Support to an initiative of the Serbian Chamber of Commerce to ensure a higher degree of transparency and provision of better information on economic operators, in connection with the implementation of the Bankruptcy Law;

· An initiative raised with the Ministry of Telecommunications and Information Society to undertake measures to enhance transparency of operations of authorities, to improve internet presentations of authorities and to publish information on the proactive basis,

· An initiative raised with the Ministry of Internal Affairs to repeal the Bylaw on Official and State Secrets and the Manner of Keeping and Release from Obligation to Keep Official and State Secrets of 1976, which legal instrument has not entered into force since it has not been published, but it is being implemented, 

· Support to an initiative to extend the statute bar period for infringements under anti-corruption regulations, which was not supported,

· An initiative raised with the Ministry of Public Administration and Local Self-government in connection with the Draft Law on Administrative Proceedings to amend the provisions on the obligation to repeatedly request of an authority to pass a ruling, in case of “silence of administration”, as a condition for initiating administrative proceedings and filing of lawsuits, with regard to matters of free access to information and the exercise of other human rights, which was not supported,

· An initiative raised with the Ministry of Public Administration and Local Self-government in connection with the Draft Law on the Public Administration and the Law on Registers of Births, Marriages and Deaths with the aim to appropriately regulate recording and processing of personal data,

· An initiative raised with the Ministry of Justice in connection with the Draft Law on Execution and Enforcement and the Law on Contracts and Torts with the aim to appropriately regulate recording and processing of personal data,

· An initiative raised with the Ministry of Labour and Social Policy in connection with the Draft Law on Social Protection with the aim to appropriately regulate personal data processing,

· An initiative raised with the Office of the National Security Council in connection with the Draft Decree on the Content, Form and Manner of Keeping Official Records on the Certificate and Authorization to access Confidential Data and on the Time Limit for their Keeping, with the aim to appropriately regulate personal data processing,

· An initiative raised with the Serbian Chamber of Commerce in connection with the Model Law on Detectives and the Model Law on Physical and Technical Security,

· An initiative raised with the Serbian Government to amend the Rules of Procedure of the Government with respect to obtaining the Commissioner's opinion in the procedure of passing or proposing regulations when they pertain to personal data processing,

· Proposals to the Constitutional Court to assess constitutionality of the Law on Personal Data Protection, the Law on Electronic Communications, the Law on the Military Security Agency and the Military Intelligence Agency.

Unfortunately, the purpose of some initiatives launched by the Commissioner is to prevent the adoption of certain enactments in the form in which they have been proposed. Namely, in such cases the Commissioner indicated to the competent authorities or in his public announcements that provisions of certain regulations are not compliant with or amount to direct violation of the Law on Free Access to Information or the Law on Personal Data Protection and that proposed provisions compromise the exercise of the rights set out in these laws. 
It should be emphasized that the Commissioner is not authorized to submit draft laws or to directly influence the amending of regulations by submission of amendments to draft laws. However, the Commissioner initiated several times submission of amendments by other public authorities and bodies authorized to launch legislative initiatives.

Finally, the Commissioner made public announcements on several occassions highlighting the poor practice of passing regulations without public debates.

6.3.4. Conferences

In 2010, the Commissioner organized and participated in a number of conferences and other meetings. 

On this occasion, we would particularly like to emphasize the important international conferences organized by the Commissioner: 

· International conference titled “Freedom of Information and Status of Whistleblowers” held on 29 June 2010 and organized within the framework of the UNDP Office in Belgrade program “Strengthening Accountability Mechanism in Public Finance“ financed by the Government of the Kingdom of Norway, which was attended by all relevant representatives from the Council of Europe, Slovenia, Hungary, Bulgaria, Ireland, Great Britain and Romania, as well as by HE Ambassador of the Kingdom of Norway;

· Conferences to commend 28 September – the International Right to Know Day –which have been organized every year since 2006 in cooperation with and with support from the OSCE Mission to Serbia, the Independent Association of Serbian Journalists, the Coalition on Free Access to Information and other international organizations (the American Bar Association – Central European and Eurasian Law Initiative, USAID...), at which awards are traditionally presented to public authorities for achieved results and contribution to the exercise of the right to know. The main award was presented to Paracin municipality; 

· International conference titled “Administrative Transparency in Europe” held on 18 November 2010 in cooperation with the UNDP Office in Belgrade and the SIGMA Program, at which the SIGMA Study on Transparency and Open Government Policies in EU Member States was presented and reviewed. A part of the conference was dedicated to the challenges of introduction of such policies, during which representatives of several European countries held speeches, namely of the Great Britain, Germany, France, Spain and Slovenia, as well as representatives of state-owned institutions and professional community in the country.

The Commissioner also participated in a number of conferences and other meetings organized in the country or abroad.

6.3.5. Training

The Commissioner is fully aware of the great importance of education of both persons responsible for implementation of the Law on Free Access to Information and the Law on Personal data Protection and citizens who should know how to exercise the right of access to information of public importance and the right to personal data protection. To that end, the Commissioner invested significant capacities and the amount of time in education, but it is not nearly enough to achieve the full implementation of both laws, particularly the Law on Personal Data Protection. This law has entered into force recently and both citizens and persons responsible for its implementation are not fully aware of its provisions. Therefore the competent authorities, authorities of territorial autonomy and authorities of local self-government units should be included in this education process and they should subsequently hold further training for their employees and citizens in general, within their sphere of competence, within their territorial autonomy and in the territory of their local self-government units. 
In 2010, the Commissioner underscored on several occasions the importance of training for appropriate exercise of these rights and highlighted that it was a duty set by GRECO (the Council of Europe's Group of States against Corruption). Training of human resources, as one of the main requirements for the implementation of the Law on Free Access to Information, is set as an explicit duty of every public authority with the aim to inform employees about the duties stipulated under this Law. The Law also stipulates that the Commissioner has a task to take necessary measures for training in order to provide assistance to authorities.

These activities were performed at seminars and conferences organized by the Commissioner or by international organizations, Serbian NGOs, other public authorities or services, territorial autonomy authorities and local self-government unit authorities.

In 2010, the Commissioner organized a set of 15 one-day seminars for employees at public authorities which dealt with the correct implementation of the Law on Free Access to information and the Law on Personal Data Protection. Nine of these seminars were intended for magistrates in Belgrade, Novi Sad, Kragujevac and Nis and they were organized in cooperation with the Judicial Academy and the Magistrates' Court.

 The other set of 6 seminars dealt with drafting of information booklets in accordance with the new Guide. These seminars were intended for public authorities at the republic, provincial and local levels.

Three seminars were organized for employees at public authorities and organizations in cooperation with the Human Resource Management Service of the Serbian Government, two of which dealt with the implementation of the Law on Personal Data Protection and one dealt with the implementation of the Law on Free Access to Information.
Two seminars for representatives of the Ministry of Internal Affairs were also organized.
The Commissioner also organized several workshops for journalists and representatives of the media in cooperation with the OSCE Mission to Serbia and journalists' organizations.

In addition, the Commissioner, deputy commissioners and associates held lectures at a number of seminars and meetings intended to affirm the right of free access to information and personal data protection. These seminars were organized by numerous authorities and organizations, including the Faculty of Law at the University of Belgrade, the National Assembly, the Ombudsman, the Ministry of Education, the Ministry of Telecommunications, the Faculty of European Law and Political Studies, the Faculty of Political Sciences, the Faculty of Philosophy in Novi Sad, the Diplomatic Academy of the Ministry of Foreign Affairs, the Commissariat for Refugees, the Association of Psychologists of Serbia, the Comprehensive Secondary School in Cacak, as well as by NGOs, such as the European Movement in Serbia, the Belgrade Fund for Political Excellence, JUKOM, the Centre for Democratic Development of South Serbia, the Ethnicity Research Centre, the Youth Initiative etc.

The Commissioner, deputy commissioners and associates also actively participated in debates, round tables and similar meetings organized by other public authorities, the media and the civil sector which dealt with civil control of the government and the fight against corruption, freedom of the press, provision of information to citizens, availability of information of public importance and classification of information, personal data protection, internet and web presentations and archive material in order to affirm this right. 

These rights were also affirmed through a number of editorials published by the Commissioner during the year.

6.3.6. Commissioner's Opinions

In 2010, the Commissioner received 119 requests to give his opinion on certain technical issues, 81 of which pertained to issues in the field of personal data protection, while 38 requests pertained to freedom of information. The requests were submitted by citizens, representatives of the media, public authorities etc. The Commissioner replied to all 119 requests.

6.3.7. Transparency of Operations of Public Authorities

In accordance with his authorizations under the Law on Free Access to Information, the Commissioner passed the new Guide for Drafting and Publishing of Information Booklets on Operations of Public Authorities (“Official Gazette of the Republic of Serbia“, No. 68 /2010 of 21 September 2010), organized preparation of a detailed rationale – comment for its implementation and held several seminars and workshops in order to provide assistance to authorities in the implementation of this Guide. The Law and the Guide impose the duty on public authorities, authorities of territorial autonomy, authorities of local self-government and organizations vested with public powers to prepare and publish on their internet pages information booklets on operations of public authorities.

 
The aim of the new Guide is to significantly improve access to information on operations of authorities on the proactive basis, thus encouraging informed participation of the public in issues of general interest. Standardization of information booklets in accordance with this Guide, publishing on the Internet and regular updating of information facilitates citizens' access to important information on operations of an authority and they can be sure that information is correct and updated, while authorities must constantly supplement and regularly update information booklets, at least monthly. Results of the new Guide are already observable, which has already been described under item 2 of this Report.

In addition, the Commissioner also initiated taking of necessary measures by the Ministry of Telecommunications and Information Society within its sphere of competence with the aim to enhance transparency of operations of authorities and to improve their internet presentations. To that end, the National Information Technology and Internet Agency also prepared new guidelines for preparation of internet presentations of these authorities. These activities resulted in posting of information booklets on operations of public authorities, organizations and agencies on the e-government portal and they were also supported by relevant resolutions passed by the Government.

6.3.8. Handbook
In 2010, the Commissioner also published the new Handbook with Practical Instructions for Efficient Exercise of the Rights Regulated by the Law on Free Access to Information. The Commissioner first published such handbook – guide through law in 2005 when his Office has been established as a result of successful cooperation with the NGO Coalition for Free Access to Information. This publication was translated into several languages of ethnic minorities (Albanian, Bulgarian, Hungarian, Romany, Romanian, Ruthenian and Slovak). 

The new Handbook of 2010 was drafted after several amendments to the Law had been adopted, after personal data protection and data confidentiality had been regulated and on the basis of multi annual practice in the implementation of the Law. It is intended for general public for the purpose of efficient exercise of this right and also for public authorities which implement this Law.

6.3.9. Catalogue of Public Authorities

In order to facilitate exercise of the right to know, the Commissioner also prepared the Catalogue of about 11 thousand public authorities to which the Law on Free Access to Information pertains. This Catalogue is posted on the Commissioner's internet presentation and it is updated regularly. In addition to being useful to citizens and all other potential users of this right, the Catalogue is also useful to public authorities themselves, including the ministry responsible for enforcement, although it not constitutive by its nature.

6.4. Obstacles to Implementation of Commissioner’s Activities
The effects of implementation of the Law on Free Access to Information would undoubtedly have been far better if only the competent authorities had been more willing to eliminate certain administrative and other obstacles impeding the implementation of the Law, which unfortunately have persisted for a number of years. In order to convey a more realistic sense of the actual achievements, this Report reiterates facts about the remaining obstacles that have not been fully or at least mainly eliminated and, as such, have significantly affected the Commissioner’s work and consequently also the implementation of this Law. 

6.4.1. Lack of Comprehensive Supervision and Full Infringement Liability 

As explained above, in 2010 normative arrangements were put in place to ensure more efficient supervision of compliance with the Law on Free Access to Information.
According to the information obtained by the Commissioner from the Ministry of Public Administration and Local Self-government for the purposes of this Report, in 2010 administrative inspectors filed a total of 140 petitions for institution of infringement proceedings, of which 126 related to failure to submit annual reports on implementation of the Law to the Commissioner and 14 related to failure to comply with the obligation to draw up and publish a directory of activities. Magistrate’s courts pronounced a total of 50 sentences in those proceedings.

These facts seem to indicate that the function of supervision of implementation of this Law in 2010, similarly as in the five preceding years, was not fully in place, meaning that public authorities were not liable for violation of freedom of information or for breaches of other duties under the Law on Free Access to Information with regard to measures aimed at increasing transparency.

The structure of public authorities against which the Commissioner requested institution of infringement proceedings, which does not even include the highest executive bodies and other national authorities, is also far from encouraging. Quite the contrary: it might even give certain impetus to other authorities to violate this Law if such practice persists.

Taking into account the number of justified complaints (1363) resolved by the Commissioner in 2010, which serves only as a measure of violations of rights in the process of handling of requests, and the rate of compliance with other statutory obligations with regard to reporting, training and preparation and publication of directories, it appears that the percentage of entities and persons that have been held accountable for violation of the Law on Free Access to Information remains very small. It should be noted that the Commissioner’s Office submitted relevant files for some two thousand cases to competent Ministries, including 1,751 notifications submitted to the Ministry of Culture, most of which became statute-barred in 2010 and 208 notifications submitted to the Ministry of Public Administration and Local Self-government, together with all available information on compliance with statutory obligations in 2009. 

6.4.2. Lack of Appropriate Protection for “Whistleblowers” 

Amendments of the Law on Free Access to Information adopted in December 2009 introduced provisions the purpose of which should have been to protect the so-called “whistleblowers” – employees of public authorities who, in the interest of the fight against abuse and corruption, disclose information marked as confidential which can uncover such practices. Instead, the adopted version of those provisions offers protection only to those who disclose information that the public would be allowed to access in any case in accordance with the Law, thereby making them de facto pointless. 

Such legislative arrangement does not guarantee any protection from liability for employees who, in the genuine belief that confidentiality is used as a screen for some illegal action, disclose such documents or information. 

A further reason to amend the existing legislative arrangement is the fact that in the meantime, in April 2010, the Council of Europe adopted the Resolution on the Protection of Whistleblowers, calling on all Member States to review their respective regulations providing for whistleblower protection.

6.4.3. Issues related to Forcible Execution of Commissioner’s Orders
The issue of unregulated manner of execution of the Commissioner’s decisions and failure to enforce them by the Government persisted until May 2010, when the Law on Free Access to Information was amended after a number of meetings between the Commissioner and officials of competent authorities, including the Prime Minister, as well as numerous initiatives in writing, public responses and, in particular, recommendations given by the Commissioner every year to the National Assembly through his Annual Reports with a view to addressing this issue. 

However, although these new legislative provisions have started to produce effects, they are counterweighted by a not insignificant backlog of cases from earlier years, when this enforcement mechanism was not in place, and the inability of the only recently expanded Commissioner’s Office to timely act on all proposals for enforcement of decisions filed by requesters in cases where there is no voluntary compliance. All this is compounded by the increasing inflow of new complaints, which also need urgent handling.

This issue could have been avoided if the Government had been more willing to propose appropriate amendments of the Law much earlier, in compliance with its commitments under the Plan for Implementation of European Partnership Priorities. In that way we could have avoided a situation where even the monitors of competent European institutions point to this issue in their reports.

As a further threat to efficiency of enforcement, the Tax Administration of the Ministry of Finance has recently declined jurisdiction for forcible collection of fines imposed by the Commissioner in the process of administrative enforcement of his decisions, although those fines flow into the national budget, i.e. they constitute public revenue. As a result, forcible collection of those fines will have to take place through courts, which could considerably slow down the process of enforcement of decisions. 

6.4.4. Inadequate Normative Environment and Lack of Implementation of Complementary Regulations
6.4.4.1. In the Field of Freedom of Information
The issue of incompatibility of the freedom of information provisions in many procedural and other laws with the provisions of the Law on Free Access to Information of Public Importance was also discussed in earlier annual reports and not much has changed in the meantime. Competent authorities still seem to be unaffected by the lack of consistency within the legal system as regards this issue.

 Many procedural laws, including the Law on General Administrative Proceedings, the Criminal Proceedings Law, the laws on misdemeanours, executive, litigation and proceedings and other laws, still contain provisions that effectively restrict access to information to certain persons (e.g. parties in the proceedings) or impose a requirement under which a person has to demonstrate “justified” or “reasonable” interest to access information, or documents are provided for examination only, while copies are not allowed, which is contrary to the Law on Free Access to Information of Public Importance, under which this right is granted to everyone under equal conditions. This means that it is always assumed that the public has “justified” and “reasonable” interest to know and the onus is on public authorities to demonstrate the opposite.

Another group of laws contain restrictive provisions on access to information in that they refer to data confidentiality e.g. the Law on Securities and Other Financial Instruments Market. the Police Law, the Law on Taxation Procedure and Tax Administration etc., and these provisions are invoked to deny access to requested information by default even in cases when this is not justified under the Law on Free Access to Information, i.e. when there is no evidence that such action is necessary to safeguard a legitimate overriding interest and that disclosure of requested information could result in severe legal or other consequences for an overriding interest safeguarded by the Law. 
The Commissioner’s experience shows and the public is well aware that in many cases where denial of access to requested information was justified by invoking confidentiality the actual aim of the public authority was to conceal illegal actions, notably corruption.

After the enactment of the Law on Free Access to Information, new regulations have often been passed and the existing ones (notably the Law on Environment Protection) have often been amended without due regard to the need to harmonize the provisions on publicity of operations and accessibility of information with the European standards and relevant international documents on which the Law on Free Access to Information is based as a lex specialis in the sphere of freedom of information.
Thus, the Declaration on Access to Information adopted in December 2004 by the UN Special Rapporteur on Freedom of Opinion and Expression, the OSCE Representative on Media Freedom and the Special Rapporteur on Freedom of Expression of the Organization of American States explicitly states that, in the event of inconsistencies, the Freedom of Information Act takes precedence over all other laws. 

For proper implementation of the Law on Free Access to Information it is vital to implement the Law on Data Confidentiality. Unfortunately, this is still not the case; indeed, even the regulations necessary for its implementation have not been adopted yet. In order to be able to weigh the interests of the public’s right to know and the need to protect confidential data aimed at protecting a national interest or some other overriding interest, it is essential to affirm new standards in the real world. 

The lack of supervision of implementation of the Law on Data Confidentiality and adoption of secondary legislation for its implementation results in delays in the process of overview of data and documents marked as confidential. Thus, a large volume of data and documents still bear confidentiality marks assigned at a certain point in time when it was considered necessary, but their confidentiality has never been reviewed or revoked once the pertinent reasons no longer applied. This significantly hampers the implementation of the Law on Free Access to Information and confuses person authorised to act under that Law; furthermore, it often serves as a convenient screen for corruption. 

In such situations, public authorities hardly ever apply the “overriding interest” test to determine whether access to information should be allowed notwithstanding a confidentiality mark, leaving the decision instead to the Commissioner in proceedings upon complaints.

           
The Recommendation of the CoE Committee of Ministers No. 2002 specifies that “situations in which confidentiality of a document would, by automatism, preclude access to that document in the future, should be avoided”, and that public authorities handling requests for information must satisfy themselves that all requirements for granting the confidential status are indeed met by applying the “interests weighing” test.

             Enactment of a law to govern the issue of opening of secret files would also be a not insignificant step towards full implementation of the Law on Free Access to Information of Public Importance and LPDP.

6.4.4.2. In the Field of Personal Data Protection
 In the field of personal data protection, the situation is similar as in the field of freedom of information, in that it is characterised by an inadequate normative environment and a lack of implementation of complementary regulations. Regulations that have to be adopted, both due to formal obligations under relevant obligations and due to an essential need for normative regulation of certain issues, have not been adopted yet. Thus, for example, the Government has not yet adopted an Action Plan on Implementation of Personal Data Protection Strategy, with defined activities, expected outcomes, implementers of specific tasks and time limits for the performance of those tasks, although the deadline for its adoption expired on 20 November 2010. Also, the Government has not yet regulated the manner of archiving and protection particularly sensitive data, although it should have done so by 4 May 2009.
In addition to adoption of new regulations, some of the existing ones need to be amended because they are not compliant with relevant international documents. This is particularly true of LPDP itself. Namely, a number of provisions of LPDP are not fully harmonised with Council Directive 95/46 and Convention No. 108 of the Council of Europe for the protection of persons with regard to automated processing of personal data. Furthermore, certain provisions of LPDP are not even harmonised with the Serbian Constitution, in particular with Article 42, paragraph 2, which stipulates that personal data collection, storage, processing and use must be regulated exclusively by a law, while several provisions of LPDP (Articles 12, 13 and 14) stipulate that data processing (a collective term covering all actions taken in relation to data) can also be regulated by secondary legislation, other regulations or agreements.
Apart from the fact that they are not harmonised with relevant international documents, many provisions of LPDP are inadequate or incomplete. Moreover, certain issues are not even provided for in LPDP. For example, the Law does not contain even general provisions on direct marketing, biometry, video surveillance, medical data etc. Also, the Law contains inadequate or incomplete definitions of some basic terms (public authority, data user), provisions pertaining to transborder transfer of data are incomplete, there is no definition of “historical, statistical or research and development purposes”, there is no clear distinction between absolute and conditional exemptions from LPDP, provisions pertaining to territorial application of LPDP are unclear, arrangements for the Commissioner’s supervision powers are inadequate, no distinction is made between small data controllers (those that employ two or three persons and operate small databases) and large data controllers (those that employ hundreds or thousands of employees and operate huge databases), no distinction is made between public sector and private sector data controllers in terms of their obligations etc.

All these and many other issues have been highlighted in a lengthy Report by the EC Delegation’s Expert Team for the project “Support to the Commissioner for Information of Public Importance and Personal Data Protection”. This report should serve as the basis for drafting any amendments to LPDP.
The Commissioner would like to point out in particular that it is necessary to amend numerous special sector-level laws, which either do not elaborate on the principles of LPDP or fail to do so fully and appropriately. Under the said Article 42 of the Serbian Constitution and Article 8 of LPDP, legal basis for data processing can be either the law or freely given consent of a person. The majority of Serbian laws, in particular those adopted prior to the enactment of LPDP, do not contain provisions which govern in more detail the issues of personal data collection, storage, processing and use, i.e. those laws do not specify which data can be processed, what the purpose of processing is, how and for how long data are stored, who can use those data etc.
6.4.5. Issue of Premises 

The institution of the Commissioner, although formed in 2004 as one of the first independent institutions, still has no definitive and appropriate arrangement in terms of office space, which is essential for proper functioning to the best of its capacities.

Since the beginning of his activities, having first waited for six months to be given any offices at all, the Commissioner has twice been allocated additional offices in two different locations.

In April 2010, the competent committee of the Government passed a Conclusion allocated to the Commissioner the offices in Karadjordjeva 48 in Belgrade. However, those premises cannot be used until they are fully renovated, because the building is in an extremely poor condition and is protected by the State as cultural heritage, which means the required investment would exceed by far the budget allocations available to the Commissioner and other joint users of the building.

Under such circumstances, the majority of the existing staff was hired only during 2009 and 2010. Namely, the Commissioner operated until as late as April 2009 with a staff of only 6 (including administrative and technical jobs). As explained above, this was far below the actual needs and the caseload of the Office.

A direct consequence of the unresolved issue of premises is the backlog in the Commissioner’s operations. Almost one thousand cases filed by complainants whose right to access information was violated are pending resolution through no fault of the Commissioner, even though they are well past the 30-day deadline set by the Law within which the Commissioner was required to pass a decision. It should be noted that a piece of information becomes irrelevant if it is not timely provided. Due to the large inflow of cases and understaffing, the Commissioner has been forced to focus on tasks and duties the delay of which would cause greatest damage. 

In addition to the lack of premises, the fact that the Ministry of Finance withheld its endorsement of the Commissioner’s Human Resources Plan for 2009, as explained above, has directly resulted in a year-long delay in the implementation of the Law on Personal Data Protection.
7. COOPERATION 
7.1. Cooperation with Public Authorities and Organisations
Relations between the National Assembly of the Republic of Serbia and independent authorities was regulated only in mid 2010 by the Rules of Procedure of the National Assembly. During the drafting of the Rules of Procedure, both the Commissioner and the Ombudsman pointed out that the provisions pertaining to adoption of reports filed by these authorities were not compliant with European standards and called for their amendment. The National Assembly conceded only under international pressure. 

Notwithstanding this issue, the Commissioner and the National Assembly had good cooperation in functional terms. In November 2010, the Chairwoman of the National Assembly organised a meeting with representatives of independent institutions. However, the Commissioner’s Annual Report for 2009, filed in mid March 2010, was not reviewed, and neither were his Reports for 2008 and 2007, which means the National Assembly did not take into account the Commissioner’s recommendations regarding ways to overcome obstacles and improve the situation within his spheres of competence.

In 2010, the Commissioner maintained good cooperation with other autonomous and independent public authorities and control bodies on issues of improvement of their operations. Cooperation was particularly good and intensive with the Ombudsman, while the State Audit Institution and the Public Procurement Administration acted as partners in a joint UNDP project to improve transparency in public finance. The Commissioner also talked with the Governor of the National Bank of Serbia about the need for improvement in the exercise of freedom of information.

These autonomous authorities have reacted jointly on a number of occasions through press announcements or conferences on issues concerning their status. They voiced serious concern over the trend of disregard for and non-compliance with their recommendations, opinions and other instruments and called on public authorities to rectify this situation. It has been pointed out that these institutions are, as a rule, excluded from systemic arrangements aimed at ensuring smooth operation.

The Commissioner met on several occasions with the Prime Minister and the Presidents of the Constitutional Court, the Supreme Court of Appeals and the Administrative Court and discussed with them various outstanding issues in connection with his sphere of competence.

There have been certain improvements in 2010 regarding the Government's attitude to the institution of the Commissioner, but this is still far from satisfactory. Facts seem to indicate that the Government still does not recognize in this institution a useful partner in the attainment of their (presumably) shared objectives, including promotion of democracy and rule of law, and in particular the establishment of democratic control of authorities by the public as a key assumption for fighting corruption, abuse, wastefulness etc. This observation is supported by the apparent lack of willingness of the Government and its services to provide this institution with sufficient staff and premises for proper functioning and to ensure other conditions for the implementation of the laws protected by the Commissioner.  

  The Commissioner’s relations with the Ministries, other public authorities and local authorities were based on relations of the authority of the second instance to the authority of the first instance, provision of assistance through education seminars and other expert meetings and consultations on a daily basis between the representatives of these authorities and the Commissioner’s Office. Individual contacts and conversations with certain ministries produced results in some cases, as, for example, conversations with the Prime Minister and the Minister of Internal Affairs, ministers of public administration, judiciary, education, and telecommunications.
The Commissioner had good cooperation with the EU Integrations Office in relation to meeting priorities set by the Government National Program, submission of a report on Serbia's progress in European integration and submission of answers to the EC Questionnaire.

Cooperation was also good with the Administration for Joint Services of the Republic Bodies in provision of corresponding technical services.

The Commissioner also cooperated with the Judicial Academy, as explained in the section dealing with training of public authorities, as well as with the Serbian Chamber of Commerce and the Belgrade Chamber of Commerce, with regard to provision of support to organization of expert meetings. 

7.2. International Cooperation
In 2010, the Commissioner initiated and/or continued cooperation with:

-  OSCE mission in Belgrade, to support the organization of seminars on the right to access information held by public authorities, intended for the media representatives and civil society, and as a form of support to the Commissioner in organization and attendance of international conferences;

-  the UNDP Office in Belgrade, relating to provision of financial support in building and raising the capacities of the Commissioner’s Office; organization of a regional conference and of a study visit of the employees for the purpose of gaining knowledge and exchange of experiences with the Commissioner for Information and relevant institutions of the Republic of Slovenia; cooperation is also established in the form of support to the publication of a new guide on implementation of the Law on Free Access to Information and new Instructions by the Commissioner, from a project funded by the Government of the Kingdom of Norway;
-  European Commission Office in Belgrade, through the project to improve data protection in 2010, within which the said Study on Data Protection was drafted with conclusions on relevant provisions of the Law on Personal Data Protection which should be harmonized with the Directive 95/46/EC. 

The abovementioned conference titled “Administrative Transparency in Europe” was organized in Belgrade with support form the SIGMA Program.

In 2010, the Commissioner had a number of meetings and talks with other representatives of European, international, and neighbouring countries’ institutions in connection with the promotion of human rights and fight against corruption, personal data protection and secret files, including the representatives of the Council of Europe and the European Commission, Ambassador Dimitrios Kypreos, Head of the OSCE Mission to Serbia, Italian Ambassador to Serbia Armando Varicchio, Mr. Tomas Gnocchi, Head of the EU Political Section, Ms Mary Ann Hennessey, Political Advisor at the CoE Directorate General of Democracy and Political Affairs, representatives of the UNDP Organization, Director of Investigation Projects at the German Government Commission for the Stasi Archive etc. 

The Commissioner has established cooperative relations with competent institutions in the region responsible for data protection, notably those in Slovenia, Croatia, Bosnia and Herzegovina, FYR Macedonia and Montenegro.
A deputy commissioner participated in the International Conference on Personal Data Protection in Israel held in October 2010 and a representative of the Commissioner's Office participated in the International Forum on Internet Management in Vilnius, Lithuania in September 2010.

Within the framework of projects supported by international assistance from EU, the Kingdom of Norway, OSCE, USAID and United Nations Development Program Office in Belgrade (UNDP), the Commissioner was a beneficiary of assistance pertaining to the following: 

· Organization of a conference titled “Administrative Transparency in Europe“ (November 2010), with financial support from the United Nations Development Program Office in Belgrade (UNDP) and the SIGMA Program,

· Drafting of the new Guide for Implementation of the Law on Free Access to Information in the printing run of 1,500 copies (September 2010.), and

· Drafting of the new Guide for Drafting and Publishing on Information Booklets on Operations of Public authorities (September 2010), with support from the UNDP Office in Belgrade and two-year hiring of a project assistant, within the framework of the project “Strengthening Accountability Mechanism in Public Finance“ financed by the Government of the Kingdom of Norway, 

· Support to organization of a conference titled “Freedom of Information and Status of Whistleblowers” (June 2010), also within the framework of the project “Strengthening Accountability Mechanism in Public Finance“, 

· Drafting of the “Study on Data Protection” by international experts, financed by the European Union, with conclusions on relevant provisions of the Law on Personal Data Protection which should be harmonized with the Directive 95/46/EC, and on the fields which require appropriate regulations (2010); 
· Organization of a conference (May 2010) at which the Central Register of Data Files was presented, and
· Education of employees through several short trainings held by European experts and consultations with national experts, (2009-2010), with support from the organization American Bar Association – Central European and Eurasian Law Initiative (ABA/CEELI), the United States Agency for International Development (USAID) and UNDP Office in Belgrade.
7.3. Cooperation with Civil Society Organizations

In 2010, the Commissioner continued developing well-established cooperation with the civil sector. Cooperation with the civil sector took place primarily through organisation of various expert meetings for the purpose of training and affirmation of the right to know, which has already been described in more detail in this Report, particularly with NGOs united in the Coalition for Free Access to Information of Public Importance.

In that regard, we should also mention cooperation with organizations and associations such as: the Transparency Serbia, the Belgrade Centre for Human Rights, the Fund for Political Excellence, the Open Society Fund, JUKOM, the Association of Serbian Banks, the Centre for Security Studies, the Group 484, the European Movement in Serbia, the Standing Conference of Towns and Municipalities, the Belgrade Centre for Security Policy and other entities in the civil sector.

7.4. Media Relations and Media Reporting on Commissioner’s Activities
In the course of 2010, the Commissioner continued building on the already good cooperation with the media. Reporting on the Commissioner’s activities has overall been highly positive. 

The media have been invited to all conferences and other meetings organised by the Commissioner in 2010 and the Commissioner accepted all invitations to appear on shows, give interviews and announcements on current events etc.
The good level of cooperation between the Commissioner and the media in 2010 and the role of the media in the affirmation of rights protected by the Commissioner under the law have contributed greatly to increasing the public profile of cases where certain public authorities complied with their statutory obligations only after immense media pressure. In the interest of freedom of information and objective reporting to the public, the Commissioner publicly opposed all efforts to censure media reporting. 

Cooperation was particularly good with the Independent Journalists Association of Serbia, the Journalists Association of Serbia, the Association of Independent Electronic Media, LINET and numerous printed and electronic media.  

8. PUBLICITY OF COMMISSIONER’S WORK
All information concerning the Commissioner’s work is available at Commissioner’s Internet presentation, at: www.poverenik.org.rs. This includes both information concerning the implementation of the Law on Free Access to Information of Public Importance and the Law on Personal Data Protection and information on the Commissioner’s Office itself. The publicity of information in connection with the implementation of laws is ensured through public announcements, opinions and advice given on request from public authorities, or opinions and advice formulated by the Commissioner on a case-by-case basis in response to complaints. The Commissioner’s Internet presentation includes also relevant documents (international, Serbian, laws, secondary legislation), information in connection with the function of the Commissioner’s Office, statistical information on case resolution and decision made, information on approved budget and its execution, information on salaries, available work equipment, organisation, employees, forms etc.

The Commissioner’s Internet presentation also includes the Commissioner’s Directory, which also comprises much of the above information, as well as other details. The directory is updated on a monthly basis.
The Commissioner’s Internet presentation is written in Serbian (Cyrillic and Latin script) and in English.
Publicity of work is ensured through reports which the Commissioner submits to the National Assembly and the competent committee of the National Assembly, as well as through reporting to the President of the Republic of Serbia, the Government and the Ombudsman and submission of other relevant information to the competent authorities.

Since the beginning of his work, the Commissioner has submitted to the National Assembly five regular Annual Reports – for the years 2005, 2006, 2007, 2008 and 2009. He also filed an extraordinary report on implementation of the Law on Free Access to Information to the Culture and Information Committee of the National Assembly in November 2005. The Commissioner’s reports for 2005 and 2006 were reviewed and adopted by the Culture and Information Committee, but the National Assembly did not discuss them in plenary sessions; however, the 2006 Report was debated by MPs in the context of reappointment of the Commissioner in June 2007. On the other hand, the Reports for 2007, 2008 and 2009 were not reviewed at all.
The reports are available at the Commissioner’s official website.

9. COMMISSIONER’S SUGGESTIONS AND RECOMMENDATIONS
The Commissioner expects the National Assembly to review this Report in accordance with Article 58 of the Law on National Assembly and support the Commissioner’s efforts and activities aimed at exercising and promoting freedom of information and personal data protection.  


The Commissioner believes that full implementation of the Law on National Assembly and the recent amendments to the Rules of Procedure of the National Assembly will contribute towards proper and objective evaluation of reports submitted by independent national authorities.

In 2010, the institute of freedom of information has been used much more than in previous years, which is encouraging from the aspect of human rights. However, as regards the implementation of the Law on Free Access to Information, most of the problems highlighted by the Commissioner in previous annual reports as impediments to the implementation of the Law and as effective curtailment of the actual exercise of this freedom remain unresolved. The Commissioner’s Report on Implementation of the Law in 2009, just like all other Reports before it, contained almost identical recommendations, but those recommendations have apparently failed to materialize. 

In the sixth year of implementation of the Law on Free Access to Information, obstacles in the way of effective exercise of the freedom of information have still not been eliminated, and this hampers vital improvements in the field of democratic control of the government by the public and especially in the field of fight against wastefulness, abuse and corruption.
Personal data protection should be governed by LPDP and a set of special, sector-level laws. This means that the principles of LPDP, as an “umbrella” law in the field of personal data protection adopted as early as in November 2008, should be developed further, made more specific through special sector-level laws. However, this has still not been done, because the majority of special laws either do not contain any provisions at all pertaining to personal data collection, storage, processing and use or they contain provisions that do not govern this issue in an adequate manner.  

Apart from the fact that sector-level laws lack relevant provisions, certain provisions of LPDP are either incompliant with relevant international documents or do not correspond to the actual needs, while some issues are not regulated by LPDP at all.

The Commissioner believes that public authorities have not taken all necessary measures to fully facilitate the exercise of freedom of information and the right to personal data protection.

With a view to improving the exercise of freedom of information and personal data protection, the Commissioner proposes in particular that the National Assembly, when enacting new regulations and amending the existing ones, with due observance of relevant European standards, should take the following measures: 

1) Ensure unity and consistency of the legal system in the field of freedom of information and personal data protection,  

2) Insist on the use of mechanisms and guarantees for practical implementation of regulations in the fields of freedom of information and personal data protection, as well as on effective supervision of compliance with and implementation of those regulations,  

3) Insist on accountability for omissions in the work of public authorities and public office holders in the fields of freedom of information and personal data protection, 

 4) Provide appropriate support in an effort to enable full independence of the Commissioner in his work. 

To the same end, the Commissioner in particular proposes that the Government of the Republic of Serbia should put in place measures to ensure: 

1) More intensive and wider supervision of implementation of the Law on Free Access to Information and consistent pursuance of specific measures against those who disobey the law,
2) A higher level of compliance with the Commissioner’s binding and enforceable decisions,  

3) Appropriate protection of the so-called “whistleblowers” by preparing a bill of amendments to the Law on Free Access to Information of Public Importance, in accordance with the relevant Council of Europe Resolution 1729 (2010),

4) A higher level of transparency in the functioning of public authorities and proactive publication of information concerning their work, 

5) Proposals of proper and modern legislative arrangements in LPDP, harmonised with relevant international standards,

6) Adoption of an instrument which would govern the method of archiving and measures put in place to protect particularly sensitive data, as well as an Action Plan to implement the Personal Data Protection Strategy, with defined activities, expected outcomes, implementers of specific tasks and time limits for the performance of those tasks,

7) Continual training of staff at public authorities to ensure consistent and timely compliance with the obligations based on the Law on Free Access to Information and LPDP, with full cooperation by the Commissioner,
8) Allocation of appropriate offices necessary for proper performance of the Commissioner’s duties without undue delay.

The measures proposed above, if implemented and enforced, would eliminate the major obstacles and facilitate enhanced implementation of laws within the Commissioner’s sphere of competence.

COMMISSIONER
Rodoljub Sabic
Done in Belgrade, on 28 March 2011

No: 011-00-01138/1/2010-01                                  









� During the compiling of this report two first instance public prosecutor’s offices notified the Commissioner that necessary actions were being taken and one public prosecutor’s office dismissed the charges made by the Commissioner. 


�During the compiling of this report, the Commissioner has concluded the procedures in five out seven of these cases and in two remaining cases supervision is still under way.


� During the compiling of this report, the Commissioner has brought to a close the proceedings on the abovementioned 10 complaints. 


� The number of data controllers who have submitted their data files to the Commissioner has increased after the request for instituting misdemeanour proceedings was submitted by the Commissioner and so, by 1 March 2011, 257 data controllers submitted records of 1,706 data files. 


� During the compiling of this report, the Commissioner received a letter from five public prosecutor’s offices that the criminal charges submitted by the Commissioner were being processed and one public prosecutor’s office dismissed them. 


�    the Commissioner’s powers to examine any data medium are partially limited by the Law on Data Confidentiality (2009) in that, for certain information labeled as top secret, the Commissioner needs to obtain a security clearance certificate, issued by the Office of the National Security and Confidential Data Protection Council.  





� the Commissioner received monthly salary of RSD 122,072.00 from January to March, RSD 140,000.00 from March to November and RSD 142,000 in December. According to the information made available by the Supreme Court of Appeals, judges of that court in 2010 received monthly salaries as follows: RSD 140,000.00 from January to June, RSD 182,000.00 from June to December and RSD 185,640.00 from January 2011.


� the Commissioner is required under the law to promote freedom of information and he does this by publishing texts in various media, of course without any remuneration.


� ЈАТ subsequently, on 15 March 2011, informed the Commissioner it had provided information on media advertising. Some other authorities have proceeded in a similar fashion during the writing of this report.


� In a communication sent on 7 March 2011, the Higher Court notified the Commissioner’s Office that it had complied with the Commissioner’s order.


� During preparation of this Report, one more request for transborder transfer of data out of the Republic of Serbia was closed.
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